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WIC Report Series on Frontier AI Safety

 and Governance

Artificial intelligence is becoming a major force driving scientific and technological innovation, industrial 

transformation, and social development, profoundly influencing knowledge creation, the organization of 

production, public services, and social governance. As technical capabilities expand and applications 

continue to broaden, the safety and governance issues raised by artificial intelligence are increasingly 

becoming a shared concern of the international community. The associated risks are marked by inter-

twined technical, societal, and cross-border dimensions, posing a more urgent test for risk understand-

ing, governance capacity, and international coordination. All parties need to strengthen forward-looking 

preparedness and act together to address increasingly complex governance challenges effectively.

In this context, the AI Safety and Governance Program of World Internet Conference (WIC) Specialized 

Committee on AI aims to develop an annual report series on frontier AI safety and governance as a pub-

lic good for the international community. Grounded in the latest advances in frontier AI capabilities 

and applications, this series of reports aims to systematically examine technological developments and 

the new safety and governance challenges they raise, assess the evolving risk landscape, review corre-

sponding governance responses, and identify priorities for international coordination, seeking to 

strengthen global consensus and enhance the collective capacity to address these challenges.

The series takes a holistic, forward-looking, and open perspective, bringing together the views of govern-

ment agencies, international organizations, companies, research institutions, and other stakeholders to 

provide fact-based, evidence-grounded analysis for reference. Through sustained annual observation 

and comparative research, the series seeks to strengthen the international community's forward-looking 

preparedness and governance capacity for frontier AI risks, helping all parties improve their governance 

practices and enabling frontier AI to better serve human development on a safe, reliable, and responsible 

foundation.
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About This Report

Frontier AI is currently at a critical stage marked by rapid advances in capabilities, the accelerating 

diffusion of applications, and increasingly prominent governance challenges. Large language mod-

els, multimodal models, autonomous AI agents, embodied intelligence, and other technologies 

continue to evolve, moving AI beyond information generation and knowledge services toward task 

execution, tool use, and collaboration within complex systems, and extending it into ever broader 

settings such as scientific research and innovation, industrial development, public services, and 

the functioning of society. At the same time, the associated risks are rapidly evolving from isolated, 

localized problems into compound challenges that cut across scenarios, actors, and borders, plac-

ing higher demands on the adaptability, risk response capacity, and international coordination 

capacity of existing governance systems.

This report focuses on "risk understanding and coordinated governance of frontier AI". It is 

intended to serve as a reference for government agencies, international organizations, compa-

nies, research institutions, and other stakeholders, helping all parties build consensus, enhance 

mutual trust, and strengthen collaboration, so as to jointly advance the safe, reliable, and responsi-

ble development of frontier AI in service of the common well-being of humanity.

The report is organized along the pathway of landscape analysis, risk understanding, governance 

assessment, and coordinated response. It systematically reviews the development of frontier AI capabili-

ties, the expansion of applications, and the evolution of risks; analyzes key risks, their severity, and 

response priorities in a structured manner; assesses existing governance practices and the state of gov-

ernance readiness; and proposes directions and feasible mechanisms for coordinated response.

The report addresses four questions: first, how frontier AI capabilities and applications are evolving and 

how they are giving rise to new risks; second, what the main aspects of frontier AI risk are, how severe 

they are, and which require priority response; third, what governance practices stakeholders have under-

taken, the overall level of governance readiness, and which areas still need improvement; and fourth, 

how stronger coordination among different actors can improve the effectiveness of frontier AI gover-

nance.

Report Structure
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Scope

In this report, frontier AI refers to AI models at the frontier of capability in general-purpose or specialized 

domains, together with agents, multi-agent collaboration systems and embodied AI systems built on 

such models. Their core is typically a foundation model trained using large amounts of data and comput-

ing resources, with high-level capabilities across a broad range of tasks. Their capabilities, generality 

and depth of deployment may give rise to major risks that are difficult to fully anticipate or constrain in 

advance. This report defines frontier AI by its capabilities, without fixed thresholds for parameters or train-

ing compute. The boundary of the frontier evolves with technological progress and changes in deploy-

ment conditions, including tools, permissions and operating environments.

The report recognizes that military applications of frontier AI bring a range of safety and security risks and 

governance challenges, and are an important part of AI safety governance. In keeping with its research 

focus, however, this report does not examine frontier AI in military settings. It focuses on large-scale 

applications in non-military settings, systematically assessing safety and security risks and their effects 

on individuals, organizations and society.

Data Sources and Methods

The risk analysis draws on academic and industry safety evaluations of models and agents, statistics on 

publicly recorded AI incidents, and assessments by experts and relevant institutions.

The report also assesses frontier AI governance readiness. Using publicly available information, it exam-

ines the preparedness of 24 countries across six dimensions and 22 secondary indicators, identifying 

existing governance foundations and areas that need strengthening. The sample serves the analytical 

purposes of this report alone. It should not be interpreted as a judgment or ranking of any country's AI gov-

ernance capacity, nor as an exclusionary conclusion about countries outside the sample. The data cutoff 

for the governance readiness assessment is August 31, 2026. The appendix explains the countries 

assessed, the indicator framework and the assessment methods.

Explanatory Note

Frontier AI continues to evolve rapidly, while evidence and records of incidents continue to accumulate. 

The analysis and conclusions in this report draw on public information available at a particular point in 

time and reflect the understanding at that time. They are scholarly interpretations and assessments 

developed by the writing group from public information and input from experts and contributors. They do 

not represent the position of any individual, institution or country.
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Term Definition

Frontier AI AI models at the frontier of capability in general-purpose or 
specialized domains, together with agents, multi-agent 
collaboration systems and embodied AI systems built on such 
models.

AI agent An AI system that can plan and execute multi-step tasks, use 
tools and interact with its environment, with relatively little 
human intervention during execution.

Multi-agent system A system comprising multiple interacting agents that may 
divide tasks and cooperate, adapt to one another or compete.

Embodied intelligence AI systems that interact with the physical environment through 
sensors, robots, vehicles, industrial equipment or other devices.

Open-weight model A model whose parameters (weights) are publicly available for 
download. In this report, open models refer to open-weight 
models.

Safety evaluation 
and red teaming

Safety evaluation assesses a model's or system's capabilities, 
vulnerabilities and potential impacts. Red teaming involves 
dedicated individuals or teams actively seeking vulnerabilities, 
limitations and opportunities for misuse.

Catastrophic and 
Existential Risks

Risks of major consequences that are widespread and difficult 
to reverse, potentially threatening humanity's long-term 
survival and development. They principally involve loss of 
control over highly autonomous systems, deception, self-
replication and the proliferation of dangerous capabilities.

AI incident An event in which the development, use or failure of an AI 
system directly or indirectly causes consequences such as 
physical injury, disruption to critical infrastructure, 
infringement of rights or property loss.

Coordinated 
governance

Cooperation among countries and other actors on evaluation, 
verification, incident response and capacity building, with 
clear divisions of responsibility and shared risk evidence, 
accountability records and response information, to address 
risks spreading across platforms, sectors and borders.

Governance 
readiness

The degree to which a country is prepared to address frontier 
AI risks, assessed through publicly verifiable arrangements in 
law and policy, institutions, standards, evaluation, compliance, 
incident reporting, capacity building and international 
cooperation.

VII
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Frontier AI is at a critical stage of rapidly 

advancing capabilities, accelerating adoption 

and increasingly evident risks. Models, agents, 

tools and operating environments are combin-

ing to create more capable systems, while AI is 

entering a wider range of settings in scientific 

research, industry, public services and social 

life. At the same time, related risks are moving 

from potential concerns to real-world effects, 

placing greater demands on the adaptability of 

governance systems, risk response capacity 

and international coordination.

Frontier AI risks are evolving from isolated, 

localized problems into systemic challenges 

spanning contexts, actors and boundaries. 

Capability gains are moving beyond break-

throughs in individual tasks toward improve-

ments in systems that combine models, tools 

and environments. Applications are extending 

from information generation into decision sup-

port and task execution. More capable AI lowers 

barriers to high-risk activities, while its integra-

tion into applications brings risks into opera-

tional workflows. Together, these developments 

change how risks arise and spread: risks 

emerge not only from individual model outputs 

but also across tool use, organizational pro-

cesses and social networks, where they can 

accumulate, interact and amplify one another.

The most pressing real-world concerns cur-

rently relate to Misuse and Criminal Risks, 

Information Integrity Risks, and Critical System 

Risks. In terms of their impacts, frontier AI risks 

manifest across five broad areas: Misuse and 

Criminal Risks; Information Integrity Risks; 

Critical System Risks; Social Cognition and 

Structural Risks; and Catastrophic and 

Existential Risks. Risks in the first three areas 

have already translated into tangible real-world 

harms to a considerable extent. The longer-term 

effects of Social Cognition and Structural Risks 

are gradually accumulating in areas such as 

employment and education. Catastrophic and 

Existential Risks, while potentially far-reaching 

in their consequences, remain insufficiently 

understood in terms of the conditions that could 

trigger them and therefore warrant forward-

looking assessment.

Responses need to be differentiated according 

to urgency and potential consequences, with 

safeguards established before deployment. 

For harms that occur frequently and spread rap-

idly, the priority is prompt response and contain-

ment. Where effects accumulate over time and 

the intervention window is longer, sustained 

monitoring and early adjustment are needed. 

Where consequences may be widespread and 

difficult to reverse, dangerous capability evalua-

tions and red teaming should take place before 

deployment, with capability thresholds set in 

advance and options retained for human take-

over, reduced functionality, rollback and shut-

down. Other situations should be managed 

through routine oversight and periodic review. 

As capabilities evolve and evidence accumu-

lates, risk situations change, requiring regular 

reassessment and adjustment of response pri-

orities.

Public information suggests that countries 

have begun to establish foundations for gov-

erning frontier AI risks, but significant gaps 

remain in evaluation, verification and account-

ability. This report's assessment of governance 

readiness in 24 countries finds that most are rela-

tively well prepared in institutions and organiza-

tion, but weaker in technical safety and evalua-

tion, verification and compliance, and account-

ability and ecosystem governance. Fewer than 

30% of the countries assessed have estab-

lished relatively stable arrangements for indica-

tors such as “Risk mitigation, permission con-

straints, and deployment control capacity”, 

“Data governance, supply chain security, and 

open-source ecosystem governance capacity”, 

and “Risk incident reporting and near-miss shar-

ing mechanisms”. From the perspective of risk 

response, particularly evident gaps concern inci-

dent reporting and sharing, emergency 
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response and improvement through post-

incident review, and cross-border risk informa-

tion exchange and exercises.

As risks spread across contexts, actors and 

boundaries, separate governance efforts need 

to become closely connected joint action. The 

task is to link these efforts through shared mech-

anisms covering the full chain of risk: first, coor-

dinate model safety evaluations to produce com-

parable, interpretable and reviewable evidence; 

second, coordinate verification so that safety 

commitments and their implementation can be 

checked, compared and tracked over time; 

third, strengthen coordinated incident reporting 

and joint response so that individual findings 

become lessons for protection across plat-

forms, sectors and regions; fourth, improve coor-

dinated governance arrangements for agents 

and open models so that risks can be detected 

promptly, responses differentiated by severity 

and responsibility traced; and fifth, deepen coop-

eration on capacity building so that evaluation 

tools, standard methods and public case stud-

ies become accessible, usable and sustainable 

governance resources for more countries and 

institutions.

Putting coordinated governance into practice 

depends on establishing stable divisions of 

responsibility that reflect each actor's actual 

control over models, interfaces, permissions 

and applications, access to information, and 

ability to respond. Governments, businesses, 

research institutions, international organiza-

tions and the public should draw on their respec-

tive strengths to enable the smooth exchange of 

risk evidence, accountability records and 

response information. This can move gover-

nance from statements of principle toward 

shared practices that can be implemented, veri-

fied and improved, enabling frontier AI to better 

serve humanity safely, reliably and responsibly.
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Frontier AI Landscape: 

Capabilities, Applications, 

and Emerging Risks

Chapter 1 

Frontier AI is moving from break-

throughs in individual capabilities 

toward stronger system-level capabili-

ties built on the interaction of models, 

tools and environments. Its ability to 

execute tasks autonomously and adapt 

to real-world conditions continues to 

improve.

Frontier AI is entering wider practical 

use, expanding in the fields it serves, 

the depth of its integration and the 

forms its applications take.

Alongside innovation and efficiency 

gains, frontier AI brings risks and chal-

lenges. Greater capabilities lower the 

barriers to some high-risk activities, 

while deeper adoption allows risks to 

enter business processes and social 

settings more readily. Together, these 

developments change how risks arise 

and spread.

Frontier AI risks continue to evolve at an 

accelerating pace and are rapidly 

becoming real-world challenges that 

span contexts, actors and boundaries, 

placing greater demands on risk gover-

nance.

Key Points
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1. Stanford Institute for Human-Centered Artificial Intelligence. Artificial Intelligence Index Report 2026. Accessed 2026-10-21. https://hai.stanford.edu/ai-
index/2026-ai-index-report. The report brings together results from multiple public benchmarks and evaluations worldwide; the conclusions summarized 
here draw on that synthesis.

The foundational capabilities of frontier AI con-

tinue to improve, driving better performance 

across a range of complex tasks. Over the past 

year, frontier models have made steady prog-

ress in understanding, reasoning and genera-

tion, as well as in many types of complex task. 

Public benchmarks and evaluations show con-

tinued gains in areas such as software engi-

neering. Some frontier models or systems have 

also matched or exceeded the human baselines 

for particular types of task in the corresponding 
1tests (Figures 1.1 and 1.2) . Frontier models can 

now integrate multimodal data rather than only 

process text; post-training and inference-time 

compute have significantly strengthened their 
2ability to address complex problems . These 

02

1.1  Evolution of Frontier 
AI Capabilities

Chapter 1 / Frontier AI Landscape: Capabilities, Applications, and Emerging Risks

As frontier AI capabilities advance rapidly 

and applications expand, the associated 

risks are becoming more complex and 

more prone to spill over. Greater capabili-

ties broaden the range of tasks AI can per-

form, while wider adoption deepens its 

involvement in real-world settings. Risks 

consequently extend beyond individual 

outputs into task execution, organiza-

tional processes and the wider social envi-

ronment. This makes it easier for risks to 

accumulate as they spread, placing 

greater demands on risk identification, 

assessment and verification, monitoring 

and response, and coordinated gover-

nance.



2. International AI Safety Report Expert Advisory Panel. International AI Safety Report 2026. Accessed 2026-10-21. 
https://internationalaisafetyreport.org/publication/international-ai-safety-report-2026.

3. Model Evaluation and Threat Research (METR). Task-Completion Time Horizons of Frontier AI Models. Accessed 2026-10-21. https://metr.org/time-
horizons/

4. Salesforce. Agentforce HR Service announcement. Accessed 2026-10-21. https://www.salesforce.com/news/stories/agentforce-hr-service-
announcement/

5. ServiceNow. AI agent release materials for the Yokohama platform release. Accessed 2026-10-21. https://newsroom.servicenow.com/press-
releases/details/2025/ServiceNows-latest-platform-release-adds-to-thousands-of-AI-agents-across-CRM-HR-IT-and-more-for-faster-smarter-
workflows-and-maximum-business-impact-03-12-2025-traffic/default.aspx.

6. Cyberspace Administration of China et al. Implementation Opinions on Standardized Application and Innovative Development of Intelligent Agents. 
Accessed 2026-10-21. https://www.cac.gov.cn/2026-05/08/c_1779979789523320.htm.

7. Google DeepMind. Gemini Robotics. Accessed 2026-10-21. https://deepmind.google/models/gemini-robotics/.
8. NVIDIA. Develop Physical AI Reasoning, World, and Action Models with NVIDIA Cosmos 3. Accessed 2026-10-21. 

https://developer.nvidia.com/blog/develop-physical-ai-reasoning-world-and-action-models-with-nvidia-cosmos-3/
9. BMW Group. Humanoid Robots at Plant Spartanburg. Accessed 2026-10-21. https://www.bmwgroup.com/en/news/general/2024/humanoid-

robots.html.
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developments suggest that progress is no lon-

ger confined to individual tasks: multiple capa-

bilities are increasingly improving together.

Advances in tool use, agent collaboration and 

embodied intelligence are moving frontier AI 

from content generation toward task execu-

tion. Connections to external software, data-

bases and business systems extend models 

beyond generating content and providing infor-

mation to performing specific operations. 

Building on this, agents combine tool use, task 

planning and interaction with their environments 

to complete longer and more complex 
3sequences of tasks independently . Multi-agent 

systems further strengthen the division of labor, 

planning and sustained execution involved in 

complex tasks. Different agents can share 

retrieval, analysis, execution, verification and 
4feedback tasks in pursuit of a common goal , 

forming patterns of collaboration that more 
5closely resemble organizational processes . 

Exploratory development of the intelligent 

internet is extending agent collaboration across 

platforms and systems through work on system 

architecture and foundational services such as agent 
6registration and identity management .Embodied 

intelligence further bridges the digital and physi-
7cal worlds, connecting AI to sensors, robots , 

8vehicles  and industrial equipment, and extend-

ing its applications and effects into controlled 
9physical environments and the real world .

Frontier AI capabilities are expanding from the 
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10.McKinsey & Company. The State of AI in 2026: On the Road to ROI. 2026-08-25; accessed 2026-10-21. 
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai.

task performance of individual models to the 

capabilities of systems comprising models, 

tools and environments. The range of tasks 

these systems can perform continues to widen, 

and the time horizons over which they can oper-

ate are growing (Figure 1.3). However, stability 

and reliability remain insufficient in complex 

real-world tasks, and actual performance still 

needs to be tested through evaluations that 

more closely reflect real conditions. As founda-

tion models, tool integration and agent systems 

develop, frontier AI is expected to further 

improve its ability to execute tasks and adapt to 

real-world environments.

Frontier AI is entering wider practical use, 

expanding in the fields it serves, the depth of its 

integration and the forms its applications take. 

Use cases are multiplying; applications are 

extending from information processing to deci-

sion support and task execution, and from 

question answering and content generation to 

tool use and autonomous task execution by 

agents. The focus of AI deployment is shifting 

from demonstrating technical feasibility to inte-

gration into business processes, consistent out-

put and alignment with organizational manage-
10ment needs .

In terms of application fields, frontier AI is 

extending beyond specialized production and 

knowledge services into public services, social 

governance, culture and entertainment, and 

other areas. Broader adoption creates more 

access points, more frequent use and a wider 

range of people and entities affected. Although 

adoption is at different stages across fields, fron-

tier AI is evolving from a tool used in a small num-

ber of specialist domains into a general-purpose 

technological capability available throughout 

society. Official EU statistics show that the pro-

portion of enterprises using AI rose across 

industries between 2023 and 2025. Adoption 

exceeded 40% in information and communica-

tion and in professional, scientific and technical 

1.2  Expansion of Frontier
        AI Applications
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services. It also multiplied in traditional indus-

tries such as manufacturing, retail, accommo-

dation and food services, and construction (Fig-

ure 1.4). A 2026 McKinsey survey covering 97 

countries found that nearly nine in ten respon-

dents reported regular AI use in at least one busi-
11ness function within their organization .

In terms of depth, frontier AI is moving beyond 

information processing and supporting func-

tions into more central activities, including deci-

sion support, process coordination and task 

execution. At the information-processing level, 

AI mainly answers knowledge-based questions 

and generates content. At the decision-support 

level, systems are beginning to assist with risk 

identification, comparison of options, diagnosis 

and treatment, financial risk control and produc-

tion scheduling. At the task-execution level, 

agents can use tools, complete forms, run code, 

trigger workflows or coordinate multiple sys-
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11. McKinsey & Company. The State of AI in 2026: On the Road to ROI. 2026-08-25; accessed 2026-10-21. 
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai. The survey was conducted from May 4 to June 8, 2026, with 1,719 
respondents across 97 countries.
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tems within their authorized scope. AI applica-

tions are becoming more deeply integrated into 

organizational operations and business pro-

cesses (Figure 1.5).

In terms of form, frontier AI is expanding 

beyond content generation and knowledge-

based question answering to tool use, autono-

mous agent execution and collaboration 

across systems. Content generation and ques-

tion answering remain the most widespread 

uses. Tool use connects models to external soft-

ware, databases and business systems; auton-

omous agents can act continuously toward a 

goal over longer periods; and collaboration 

across systems embeds AI in organizational pro-

cesses and industrial value chains. These 

developments improve service capabilities and 

productivity, while gradually turning AI from a 

provider of information into an active participant 

in business processes and an executor of tasks 

(Figure 1.6).

Chapter 1 / Frontier AI Landscape: Capabilities, Applications, and Emerging Risks
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12.Microsoft. Microsoft Digital Defense Report 2025. Accessed 2026-10-21. https://cdn-dynmedia-
1.microsoft.com/is/content/microsoftcorp/microsoft/msc/documents/presentations/CSR/Microsoft-Digital-Defense-Report-2025.pdf. See p. 33.

13.Fortune. An AI-powered coding tool wiped out a software company's database, then apologized for a 'catastrophic failure on my part'. 2025-07-23; 
accessed 2026-10-21. https://fortune.com/2025/07/23/ai-coding-tool-replit-wiped-database-called-it-a-catastrophic-failure/.
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As frontier AI capabilities improve and adoption 
deepens, the technology is driving innovation 
while risks increasingly enter real-world set-
tings. The ways in which these risks evolve are 
changing profoundly.

Advances in capabilities change the condi-

tions under which risks arise, making some 

high-risk activities easier to carry out at low 

cost and at scale. Stronger multimodal capabili-

ties improve task efficiency, but also lower barri-

ers to illegal and criminal activities, making mis-

use easier to automate and scale up. For exam-

ple, synthetic speech has been used to imper-

sonate technical support staff and trick users 

into paying fees or installing malware, harming 

users and the reputations of the companies 
12being impersonated .

Deeper adoption changes where risks take 

effect, allowing them to enter business pro-

cesses, organizational decisions and real-

world environments more readily. As AI 

becomes embedded in more industries and 

organizational processes, risks extend beyond 

biased model outputs or distorted content. 

Autonomous agent actions can directly affect 

business processes and real systems, disrupt-

ing workflows, service delivery and manage-

ment decisions. In July 2025, for example, an 

agent on an online coding platform deleted a 

company's live business database while the 

user had asked it to pause code changes. The 

incident prompted the platform to urgently intro-

duce safeguards, including separation of devel-
13opment and production databases .

The combination of advancing capabilities and 

deeper integration changes how risks spread, 

making cross-boundary spillovers easier 

through the interaction of technical systems 

and organizational processes. In task 

sequences involving agents and multiple sys-

tems, risks may extend from plan generation to 

tool use and enter subsequent tasks through 

feedback or feedforward, thereby emerging, 

accumulating and escalating. Within organiza-

tions, once model outputs inform decisions or 

drive task execution, risks can propagate 

through approval, operations, risk control and 

customer service processes. Risk levels do not 

depend on model size alone: specialized capa-

bilities, tool use, and the way systems are orga-

nized and work together also shape risks and 

their consequences. In the public information 

environment, synthetic content and automated 

dissemination tools may jointly spread false 

information, fraudulent content and manipula-

tive narratives through social networks.

Overall, improving frontier AI capabilities and 

deeper adoption are jointly changing how risks 

arise, whom and what they affect, and how they 

spread. Risks are no longer primarily localized 

problems caused by the outputs of a single 

model. They can arise and compound across 

data provision, permissions, tool connections, 

workflow configuration, organizational review 

and external dissemination, and may be ampli-

fied continuously across contexts and actors dur-

ing deployment. Frontier AI risks are thus 

becoming increasingly interconnected, sys-

temic real-world challenges with spillover 

effects, raising the demands on risk identifica-

tion, assessment, coordination and response. 

This calls for stronger capacity to identify and 

assess risk manifestations, mechanisms and 

potential impacts; a systematic examination of 

the institutional, technical and organizational 

readiness of different governance actors; and 

more effective coordinated responses tailored 

to the characteristics and impacts of specific 

risks.

1.3  Emergence of Frontier 
AI Risks

Chapter 1 / Frontier AI Landscape: Capabilities, Applications, and Emerging Risks
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A relatively clear, comparable system 

for identifying frontier AI risks and map-

ping them across frameworks is an 

important foundation for risk gover-

nance.

Existing frameworks classify frontier AI 

risks by their sources, consequences, 

application contexts and governance 

requirements, offering several comple-

mentary bases for identifying key risks.

In terms of impact, frontier AI risks prin-

cipally include Misuse and Criminal 

Risks, Information Integrity Risks, 

Critical System Risks, Social Cognition 

and Structural Risks, and Catastrophic 

and Existential Risks.

Current pressures are most pro-

nounced in Misuse and Criminal Risks, 

Information Integrity Risks and Critical 

System Risks. The impacts of Social 

Cognition and Structural Risks accu-

mulate over time, while Catastrophic 

and Existential Risks could have 

severe consequences. All require con-

tinued assessment.

Response priorities depend on the cir-

cumstances. Urgent situations with rela-

tively localized impacts call for rapid 

action to contain harm. Gradually accu-

mulating impacts require long-term 

monitoring and early adjustment. 

Severe and difficult-to-reverse conse-

quences require pre-deployment eval-

uation and retained means of interven-

tion. Other situations can be addressed 

through routine management and peri-

odic review.

Key Points



14.UNESCO. Recommendation on the Ethics of Artificial Intelligence. Accessed 2026-10-21. https://www.unesco.org/en/legal-affairs/recommendation-
ethics-artificial-intelligence.

15.UN High-level Advisory Body on Artificial Intelligence. Governing AI for Humanity. Accessed 2026-10-21. 
https://www.un.org/sites/un2.un.org/files/governing_ai_for_humanity_final_report_en.pdf.

16.European Union. Artificial Intelligence Act. Accessed 2026-10-21. https://eur-lex.europa.eu/eli/reg/2024/1689/oj.
17.US National Institute of Standards and Technology. AI Risk Management Framework. Accessed 2026-10-21. https://doi.org/10.6028/NIST.AI.100-1.
18.National Technical Committee 260 on Cybersecurity of Standardization Administration of China. AI Safety Governance Framework 3.0. 2026-09-14; 

accessed 2026-10-21, pp. 37–45. https://www.cac.gov.cn/rootimages/uploadimg/1791137114683961/1791137114683961.pdf.
19.MIT FutureTech. AI Risk Repository. Accessed 2026-10-21. https://airisk.mit.edu/.
20. International AI Safety Report Expert Advisory Panel. International AI Safety Report 2026. Accessed 2026-10-21. 

https://internationalaisafetyreport.org/publication/international-ai-safety-report-2026.
21.OpenAI. Preparedness Framework. Accessed 2026-10-21. https://openai.com/index/updating-our-preparedness-framework/; Google DeepMind. 

Frontier Safety Framework. Accessed 2026-10-21. https://deepmind.google/discover/blog/introducing-the-frontier-safety-framework/; Anthropic. 
Responsible Scaling Policy. Accessed 2026-10-21. https://www.anthropic.com/responsible-scaling-policy; Meta. Frontier AI Framework. Accessed 
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A relatively clear, comparable system for identi-

fying frontier AI risks and mapping them across 

frameworks is an important foundation for risk 

governance. Risk identification involves clarify-

ing the main risks, their specific manifestations 

and their consequences, and connecting these 

with model capabilities, real-world incidents, 

existing classifications and tiered governance 

requirements. A clear system helps define risk 

boundaries; comparability helps assess current 

pressures and relative severity; and mappings 

across frameworks turn dispersed risk signals 

into shared reference points for assessment 

and cooperation. Regulators, businesses, 

research institutions and other actors can then 

conduct assessments, monitoring, reporting 

and governance cooperation on the basis of a 

relatively consistent understanding of risk.

Existing AI risk frameworks identify and man-

age risks along different dimensions, providing 

complementary foundations for frontier AI risk 

identification and governance. In public gover-

nance, for example, UN recommendations 
14 address ethical impacts and global gover-

15 16nance concerns . The EU AI Act  classifies 

applications by risk level and assigns differenti-

ated obligations. The US National Institute of 

Standards and Technology (NIST) AI Risk 
17Management Framework  guides responses 

through four functions—Govern, Map, Measure 

and Manage—and emphasizes defining risks in 

their specific application contexts. China's AI 
18Safety Governance Framework 3.0  distin-

guishes endogenous, application and derivative 

risks, and sets out a dedicated framework for 

managing agent risks. In research and industry, 

frameworks provide reference points through 

knowledge taxonomies, risk sources and conse-

quences, model capabilities and capability 

thresholds. For example, the Massachusetts 
19Institute of Technology (MIT) AI Risk Repository  

systematically organizes risks through a knowl-

edge taxonomy. The International AI Safety 
20Report  groups risks principally by source and 

impact into malicious use, system malfunctions 

and systemic risks. Safety frameworks devel-

oped by some frontier AI companies classify 

risks through model capabilities, safety assess-
21ments and capability thresholds . Together, 

these frameworks, each with its own emphasis, 

provide important reference points for identify-

ing frontier AI risks.

2.1  Risk Identification 
of Frontier AI

Chapter 2 / Frontier AI Risk Understanding

As frontier AI risks enter real-world set-

tings, understanding them requires mov-

ing from general discussion toward 

clearer identification, assessment and pri-

oritization. Risks differ in whom and what 

they affect, the conditions under which 

they arise, the speed at which they spread 

and their potential consequences. 

Responses and governance therefore 

require a reasonably consistent basis for 

judgment. A variety of international AI risk 

classification frameworks now provide ref-

erence points for identifying key frontier AI 

risks. This report organizes its analysis 

around risk impacts, drawing on model 

evaluations, real-world incidents and 

expert assessments to examine how 

major risks are evolving. It brings dis-

persed signals into a relatively unified ana-

lytical framework, providing a basis for a 

shared risk vocabulary and for setting 

response priorities according to specific 

circumstances.



22.Federal Bureau of Investigation, Internet Crime Complaint Center. Senior U.S. Officials Impersonated in Malicious Messaging Campaign. 2025-05-15; 
accessed 2026-10-21. https://www.ic3.gov/PSA/2025/PSA250515.

23.Coimisiún na Meán. Information for Students. Accessed 2026-10-21. https://www.cnam.ie/general-public/guides-resources/for-students/. See “Threat to 
democracy.”
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From an impact perspective, frontier AI risk 

analysis needs to cover Misuse and Criminal 

Risks, Information Integrity Risks, Critical 

System Risks, Social Cognition and Structural 

Risks, and Catastrophic and Existential Risks. 

Misuse and Criminal Risks involve tangible 

harm from malicious use to individual and orga-

nizational rights and interests, the safety of pro-

duction and management, and economic and 

social order. Information Integrity Risks arise 

when synthetic content and automated dissemi-

nation undermine the accuracy, consistency 

and reliability of information, distorting the 

information environment and damaging public 

trust and the basis for public debate. Critical 

System Risks involve instability in infrastruc-

ture, public services and important decision-

making when embedded AI is affected by errors, 

operational failures or malicious attacks. Social 

Cognition and Structural Risks concern cumula-

tive imbalances arising from the long-term, wide-

spread use of AI and its effects on social struc-

tures and individual development. Catastrophic 

and Existential Risks involve severe, difficult-to-

reverse consequences when AI affects strategic 

security, lowers barriers to dangerous capabili-

ties or exceeds effective human control. The 

analysis above focuses on the primary impacts 

of risks. Risks in these five areas are not inde-

pendent: a single incident often involves risks in 

several areas. This analytical perspective helps 

distinguish primary impacts when conse-

quences overlap and provides a basis for ana-

lyzing the multiple risks in specific incidents. 

Identification and response therefore require 

both measures tailored to different risk situa-

tions and attention to their interconnections and 

combined effects.

Misuse and Criminal Risks arise when frontier 

AI is used for fraud, cyberattacks or access to 

dangerous knowledge, directly threatening per-

sonal safety, public safety and social order. 

Frontier AI lowers the technical barriers to gen-

erating phishing emails, impersonating others, 

writing malicious code and retrieving dangerous 

knowledge, while making such activities easier 

to automate and scale. Since April 2025, the US 

Federal Bureau of Investigation has recorded mali-

cious messaging campaigns that use AI-

generated voices to impersonate senior govern-

ment officials. Attackers use these messages to 

build trust and attempt to gain access to 
22accounts, sensitive information or funds . The 

targets of such risks are often direct: harm may 

affect personal property and privacy, organiza-

tional security and public order.

Information Integrity Risks arise from the large-

scale generation and dissemination of incor-

rect, false or misleading content, with continu-

ing effects on public debate, social trust and 

the information environment. Generative AI 

can produce text, images, audio and video at 

low cost, making deepfakes, false information 

and misleading narratives easier to manufac-

ture in bulk and circulate rapidly. Challenges to 

content authenticity, source traceability and plat-

forms' detection capabilities raise the cost to the 

public of distinguishing reliable information from 

falsehoods. Before Ireland's 2025 presidential 

election, a deepfake video circulated on social 

media falsely claiming that candidate Catherine 

Connolly had withdrawn. Following reports, the 
23video was removed for violating platform rules . 

Such risks primarily affect the public information 

environment, potentially weakening trust and 

disrupting public debate and social governance.

Critical System Risks arise when AI failures, 

misjudgments or excessive reliance on AI trig-

ger cascading effects after the technology is 

introduced into infrastructure, public services 

and important decision-making. Current appli-

cations in critical sectors such as healthcare, 

finance, transport, energy and government 

place higher demands on reliability, continuity 

and traceable responsibility. Incorrect outputs, 

misconfigured permissions or failures in 

human–AI collaboration can extend the effects 

of a single decision into organizational pro-

cesses, public services and critical infrastruc-

ture operations. A 2025 monitoring report by the 

Financial Stability Board (FSB) found that the 

generative AI supply chain is concentrated 

among a small number of suppliers of special-
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24.Financial Stability Board. Monitoring Adoption of Artificial Intelligence and Related Vulnerabilities in the Financial Sector. 2025-10-10; accessed 2026-10-
21. https://www.fsb.org/uploads/P101025.pdf. See Section 4 on the generative AI supply chain.

25.Bank of Korea. Is AI Really Behind the Decline in Youth Employment? 2026-08-28; accessed 2026-10-21. 
https://www.bok.or.kr/portal/bbs/B0000347/view.do?menuNo=201106&nttId=11064157. Administrative records document employment changes. The 
study notes the combined influence of factors such as adjustments in hiring and cannot separately identify AI's causal impact.

26.Bastani, H., Bastani, O., Sungu, A., et al. Generative AI without guardrails can harm learning: Evidence from high school mathematics. Proceedings of the 
National Academy of Sciences, 2025, 122(26): e2422633122. Accessed 2026-10-21. https://doi.org/10.1073/pnas.2422633122.

27. International AI Safety Report 2026, p. 92, Box 2.6, “AI companions.” https://internationalaisafetyreport.org/publication/international-ai-safety-report-
2026

28.OpenAI. The Hugging Face Incident and the Road Ahead. 2026-08-26; accessed 2026-10-21. https://openai.com/index/hugging-face-incident-and-the-
road-ahead/; Anthropic. Investigating Three Real-World Incidents in Our Cybersecurity Evaluations. 2026-07-30; accessed 2026-10-21. 
https://www.anthropic.com/news/investigating-incidents-cybersecurity-evals. The OpenAI incident involved a model circumventing controls and 
affecting real infrastructure. In the Anthropic incidents, misconfigured evaluation environments allowed models to access and affect external systems.

29.Anthropic. Agentic Misalignment: How LLMs Could Be Insider Threats. 2025-06-20; accessed 2026-10-21. https://www.anthropic.com/research/agentic-
misalignment. Tests were conducted in fictional corporate settings designed by researchers; the people, organizations and coercive scenarios were 
simulated.

30. In this report, “artificial superintelligence (ASI)” refers to AI systems that match or substantially exceed the highest levels of human performance across 
important capability domains, including broad cognition and complex tasks. As the term has no fully unified definition in academia or industry, this 
operational definition does not refer to any particular technical approach, system form or development objective.
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ized chips, cloud services and pretrained mod-

els, with limited alternatives. If financial institu-

tions rely on these suppliers for core activities, a 

service disruption could affect multiple institu-
24tions simultaneously , creating systemic finan-

cial risk.

Social Cognition and Structural Risks arise as 

AI becomes embedded over the long term in 

employment, education and social life, with pro-

found effects on employment patterns, the dis-

tribution of economic benefits, equality of 

opportunity, physical and mental development, 

and independent judgment. These risks tend to 

accumulate through changing jobs, educational 

uses, content recommendations, automated 

decisions and long-term dependence on tools, 

rather than appearing in a single incident. Their 

effects include disparities in skills, resources 

and opportunities across groups, as well as 

changes in individual judgment, knowledge 

accumulation, information literacy, professional 

competence and social cognition. In employ-

ment, research by the Bank of Korea found that 

between June 2022 and June 2026, employ-

ment among people aged 15–29 fell by 285,000, 

of which 268,000 jobs were in industries with 

high exposure to AI. Employment among people 

aged 50–59 in those industries increased over 
25the same period . Risks have also emerged in 

education. A mathematics experiment involving 

nearly 1,000 high school students found that an 

AI tutoring tool that could provide answers 

directly improved practice performance, but 

after access was removed, those students 

scored approximately 17% lower on examina-
26tions than students who had not used AI tools . 

AI systems also provide information, compan-

ionship and emotional support through sus-

tained dialogue and human-like responses. The 

effects of this long-term interaction on users' 

physical and mental health, independent judg-

ment, emotional dependence and real-world 
27relationships require attention .

Catastrophic and Existential Risks arise when 

frontier AI capabilities and their effects may 

exceed existing governance and safety safe-

guards, potentially causing widespread, 

severe and difficult-to-reverse consequences. 

Current discussions focus on high-impact sce-

narios such as loss of control over highly auton-

omous systems, deception, self-replication and 

the proliferation of dangerous capabilities. 

Research has already documented cases in 

which frontier models crossed the intended 

boundaries of test environments and affected 
28real systems . Tests in fictional corporate set-

tings have also shown some frontier models 

from multiple companies threatening to disclose 

sensitive information in an attempt to prevent 
29their replacement or shutdown . These discus-

sions extend to extreme scenarios involving loss 
30of control over artificial superintelligence (ASI) . 

Humanity currently lacks rigorous scientific guar-

antees that ASI will remain controllable. If its 

capabilities exceed effective human under-

standing and control and it becomes uncontrol-

lable, the result could be catastrophic or even 

existential consequences that humanity would 

find difficult to withstand or reverse. Even when 

ASI is not the direct development objective, sys-

tems capable of continued self-improvement or 

capability expansion may rapidly advance 

beyond originally anticipated levels. Given their 

potentially severe consequences, these risks 

require full consideration in forward-looking 

assessments.
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Frontier AI risks have moved from potential con-
cerns to tangible pressures, most notably in 
Misuse and Criminal Risks, Information 
Integrity Risks and Critical System Risks. 
Assessments currently draw mainly on model 
safety evaluations, incident monitoring and 
expert and institutional judgment. These pro-
vide evidence of potentially dangerous capabili-
ties, actual harms, and long-term and high-
impact risks, respectively. Evaluations show 
that some models already exhibit high-risk capa-
bilities. Incidents demonstrate harm to individu-
als, organizations and the public environment. 
Expert and institutional assessments continue 
to prioritize cyberattacks, access to dangerous 
knowledge, erosion of social trust and failures in 
critical contexts. As frontier AI capabilities 
improve rapidly and adoption widens, real-world 
exposure to these risks is increasing.

Safety evaluations of frontier models and 
agents commonly reveal high-risk capabilities 
in cyberattacks, access to dangerous knowl-
edge, long-horizon task execution and circum-
vention of safeguards, making Misuse and 
Criminal Risks and Critical System Risks more 
prominent. Model-level evaluations show that 
frontier models are particularly capable of find-
ing software vulnerabilities and writing mali-
cious code. They can assist at multiple stages of 
cyberattacks, helping either to identify and 

31repair vulnerabilities or to exploit them . 
Recently released frontier models show further 
gains in automatically discovering and exploit-

32ing vulnerabilities . Connecting models to tools 
and operating them as agents in task environ-
ments also exposes risks that may be difficult to 
observe when evaluating models alone. Tool-
equipped agents can complete increasingly 

33long and complex software tasks . In controlled 
cyber ranges without active defenses, frontier 
models given explicit instructions and network 

access have autonomously conducted multi-
34step attacks , although they cannot yet inde-

pendently complete the entire attack process 
35against well-defended targets . Tests in simu-

lated operating systems, databases and other 
tool-interaction environments, as well as on 
long-horizon tasks, have found that some mod-
els exceed their permissions or fail to comply 

36with human interruption instructions . As capa-
bilities improve, misuse or malicious use will 
make it easier for these risks to enter real sys-
tems and high-impact settings, placing greater 
pressure on cybersecurity and critical system 
operations.

Incident records show that AI risks are turning 
from technical possibilities into recurring real-
world harms. Deepfake fraud, misleading infor-
mation, cyberattacks and misuse in critical con-
texts are expanding in both number and variety. 
According to the OECD AI Incidents and 
Hazards Monitor (AIM), records of incidents and 
hazards reported in the media rose from approx-
imately 2,700 in 2024 to approximately 4,600 in 
2025, and exceeded 4,600 in January–August 

37 2026 (Figure 2.1). These records cover 
deepfake fraud, impersonation, dissemination 
of false content, disputes over automated deci-
sions and misuse of critical services, affecting 
fundamental rights, public interests, reputation, 
physical safety and economic assets (Figure 
2.2). Misuse and Criminal Risks are particularly 
prominent. Research indicates that generative 
AI is being used to expand automated 
cyberattacks, increasing their speed, scale and 

38complexity . Risks have reached individuals, 
businesses and the public information environ-
ment, causing material financial losses and dis-
rupting organizational operations.

Expert and institutional assessments further 
indicate that, alongside the real-world risks evi-
dent in model evaluations and incident statis-
tics, Social Cognition and Structural Risks and 
Catastrophic and Existential Risks also need to 
be assessed. International discussions of 
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2.2  Risk Assessment 
of Frontier AI



Chapter 2 / Frontier AI Risk Understanding

13



14

39. International Dialogues on AI Safety (IDAIS). Beijing Consensus Statement. Accessed 2026-10-21. https://idais.ai/; AI Red Lines Initiative. Global Call for 
AI Red Lines. Accessed 2026-10-21. https://red-lines.ai/; OECD AI Policy Observatory. AI Governance through Global Red Lines Can Help Prevent 
Unacceptable Risks. Accessed 2026-10-21. https://oecd.ai/en/wonk/ai-governance-through-global-red-lines-can-help-prevent-unacceptable-risks.

40. International Dialogues on AI Safety (IDAIS). IDAIS London Consensus Statement (IDAIS-London, 2026). 2026-04-19; accessed 2026-10-21. 
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potentially high-impact risks have begun to 
address AI “red lines.” Initiatives identify unau-
thorized self-replication, deception, power-
seeking, cyberattacks and assistance in pro-
ducing weapons as capabilities requiring pre-

39ventive safeguards and constraints . In 
biosecurity, a recent international expert con-
sensus warned that improving frontier AI capa-
bilities in tasks such as pathogen design are low-
ering the expertise required for biological mis-
use, potentially creating major public health 

40risks . Risks in these two areas have not yet 
manifested in frequent real-world incidents in 
the same way as fraud, fabricated information 
and cyberattacks. However, their long-term 
cumulative effects and potentially severe con-
sequences make them essential elements of 
frontier AI risk assessment.

Overall, model safety evaluations, incident sta-
tistics and expert and institutional assess-
ments indicate from different perspectives that 
real-world pressures from frontier AI risks are 
increasing. Misuse and Criminal Risks, 
Information Integrity Risks and Critical System 
Risks are already more pronounced in model 
capabilities, actual incidents and application set-
tings. Social Cognition and Structural Risks are 
more often cumulative over time, while the trig-
gering conditions and likelihood of Catastrophic 
and Existential Risks remain uncertain. 
Nevertheless, the expanding reach of the for-
mer and potentially severe consequences of the 
latter require both to remain under continuous 
assessment (Figure 2.3).



Frontier AI risks are diverse and evolve rapidly, 

while governance resources and public atten-

tion are limited. Trade-offs therefore have to be 

made between risk situations. Even within the 

same risk area, urgency and potential conse-

quences may differ across situations, so 

response priorities need to be determined in con-

text.

This report characterizes risk situations along 

two dimensions: urgency and potential 

consequences.Urgency depends jointly on 

harms already occurring, the speed of spread 

and the window for intervention. The more fre-

quently harm occurs, the faster similar harms 

can be replicated and spread, and the shorter 

the time available for effective intervention, the 

greater the urgency. Potential consequences 

depend on the possible reach, duration and 

reversibility of harm. These judgments are quali-

tative comparisons based on public evidence; 

no quantitative thresholds are set for urgency or 

potential consequences. The two dimensions 

distinguish four typical situations, with respec-

tive priorities of rapid response, long-term moni-

toring, pre-deployment safeguards and routine 

management (Figure 2.4).
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Where urgency is high but the effects of an indi-

vidual incident are relatively localized, the pri-

ority is rapid response to contain the spread of 

harm. Risk reporting and coordination among 

platforms and institutions can help identify simi-

lar incidents promptly, enable appropriate mea-

sures against misuse, and provide warnings 

and access to remedies for potentially affected 

people.

Where consequences may be widespread, 

impacts accumulate gradually and the inter-

vention window is relatively long, the priority is 

long-term monitoring and timely adjustment of 

applications. Impacts can be tracked across 

population groups, occupations and contexts, 

with assessment accompanying the expansion 

of use. Findings can inform adjustments to train-

ing, support for job transitions and teaching 

arrangements.

Where urgency is high and potential conse-

quences are widespread and difficult to 

reverse, the priority is risk assessment before 

deployment and preparedness to intervene 

afterward. Dangerous-capability evaluations 

and red teaming can inform decisions on stron-

ger safeguards, restrictions on use or postpone-

2.3  Priority Responses to 
Frontier AI Risks



ment of deployment, with human takeover, roll-

back and other measures tailored to the applica-

tion. Capability advances that could lead toward 

ASI require particular emphasis on pre-

deployment safeguards. Related research and 

development, deployment and use should be 

approached cautiously until adequate safety 

and controllability have been established.

Where urgency is lower and consequences are 

relatively localized and readily corrected, the 

priority is routine management and periodic 

review. Quality management, human review 

and user feedback can identify and correct prob-

lems. A substantial expansion of use, entry into 

high-impact settings or a concentration of simi-

lar incidents should prompt a context-specific 

assessment of whether management measures 

need adjustment.

Risk situations change as capabilities 

advance, applications become more deeply 

embedded and evidence accumulates, so 

response priorities require regular review. The 

diffusion of capabilities may bring risks previ-

ously observed only in controlled tests into real-

world settings. Deeper integration into business 

processes and critical systems may shorten 

intervention windows and broaden potential con-

sequences. Improved safeguards may allow 

some risks to return to routine management. 

Prioritization remains effective when limited gov-

ernance resources are directed to the areas 

most in need of response, monitoring and pre-

deployment evaluation, and adjusted as evi-

dence changes.
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Frontier AI Risk 

Governance

Chapter 3

Chapter 3 /  Frontier AI Risk Governance

The foundations of frontier AI gover-

nance are taking shape as different 

actors strengthen rules, embed safety 

requirements, build technical evidence 

and advance international cooperation 

within their respective roles.

Governance readiness assessment 

can help observe and compare existing 

practices, providing a basis for assess-

ing governance foundations, identifying 

weaknesses and setting capacity-

building priorities.

This report brings the current efforts of 

different actors into a common assess-

ment framework across six dimen-

sions, focusing on whether these 

efforts support the key capabilities 

needed to address frontier AI risks.

Across the six dimensions, assessed 

countries have made the most progress 

in institutions and organization. 

Technical safety and evaluation, verifi-

cation and compliance, and account-

ability and ecosystem governance are 

relatively weaker.

High-income countries have higher 

overall governance readiness. Upper-

middle-income countries and the com-

bined lower-middle- and low-income 

group have similar overall levels, but 

different weaknesses.

From a risk perspective, capabilities for 

addressing key risks remain uneven in 

readiness. Incident reporting and shar-

ing, emergency response and post-

incident improvement, and cross-

border risk notification and exercises 

lag behind, requiring more targeted 

capacity building.

Key Points
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45.Cyberspace Administration of China et al. Implementation Opinions on Standardized Application and Innovative Development of Intelligent Agents. 
Accessed 2026-10-21. https://www.cac.gov.cn/2026-05/08/c_1779979789523320.htm.

46.US Office of Management and Budget. Accelerating Federal Use of AI through Innovation, Governance, and Public Trust. 2025-04-03; accessed 2026-
10-21. https://www.whitehouse.gov/wp-content/uploads/2025/02/M-25-21-Accelerating-Federal-Use-of-AI-through-Innovation-Governance-and-
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Generative AI Evaluation Sandbox. 2023-10-31; accessed 2026-10-21. https://www.imda.gov.sg/resources/press-releases-factsheets-and-
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and ICT. AI Basic Act Enters into Force. 2026-01-22; accessed 2026-10-21. 
https://www.msit.go.kr/eng/bbs/view.do?bbsSeqNo=42&mId=4&mPid=2&nttSeqNo=1214&sCode=eng.

The continuing emergence of frontier AI risks is 

prompting government bodies, international 

organizations, businesses, research institu-

tions and other actors to develop governance 

practices within their respective roles. Over the 

past two years, capability advances, wider adop-

tion and exposure to risk have accelerated 

together. Governance discussions have shifted 

from general principles toward more specific 

rules, evaluations, commitments and coopera-

tive arrangements. Although approaches vary, 

they generally aim to identify risks earlier, con-

strain high-risk behavior more effectively and 

coordinate responses when risks spill across 

borders.

Countries and regions are strengthening insti-

tutional rules for high-risk applications, model 

releases, safety assessments and accountabil-

ity. The EU assigns differentiated obligations 
41through comprehensive AI legislation . China 

continues to develop targeted rules for genera-
42tive AI services , labeling of generated 

43 44content , human-like interaction  and responsi-
45ble agent applications . In the United States, 

federal AI governance memoranda clarify 

agency responsibilities, while the US Center for 

AI Standards and Innovation (CAISI) has 

launched an AI Agent Standards Initiative. The 

UK AI Security Institute (AISI) continues to eval-

uate frontier models and published its first 

Frontier AI Trends Report in December 2025, 

bringing together evaluation research on more 

than 30 frontier systems. Japan has imple-

mented legislation to promote AI and issued AI 

Guidelines for Business; the Republic of 

Korea's AI Basic Act entered into force in 

January 2026; and Singapore has introduced ini-

tiatives such as a generative AI evaluation 
46sandbox . Despite differences in institutional 

approaches, these efforts seek clearer regula-

tory boundaries, more explicit supervisory 

responsibilities and more practical safety 

requirements.

International organizations and multilateral 

and regional mechanisms are accelerating the 

development of cooperation platforms, con-
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Frontier AI governance is moving from 

statements of principle toward rules, eval-

uations, commitments and cooperative 

arrangements. National governments are 

refining institutional rules; international 

organizations and multilateral mecha-

nisms are advancing shared risk under-

standing, standards coordination and 

capacity building; industry is incorporat-

ing safety into development and deploy-

ment; and academia is providing evalua-

tion methods and risk evidence. Together, 

these efforts are building foundations for 

risk identification, evaluation and verifica-

tion, monitoring and response, and coor-

dinated action, while making governance 

progress more amenable to observation 

and assessment. Governance readiness 

assessment can clarify existing founda-

tions, weaknesses and future capacity-

building priorities.

3.1  Governance Practices 
for Frontier AI
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necting rules through shared risk understand-

ing, standards coordination, capacity building 

and cross-border cooperation. Following the 

Bletchley Declaration signed by 28 countries 
47and the EU in 2023 , the UN Independent 

International Scientific Panel on AI released a 

preliminary report in July 2026, and the first 

Global Dialogue on AI Governance was held in 
48Geneva . Relevant bodies from several coun-

tries have formed the International Network for 

Advanced AI Measurement, Evaluation and 
49Science and conducted joint testing . In July 

2026, 29 countries signed the Agreement on the 

Establishment of the World AI Cooperation 

Organization in Shanghai, jointly establishing 

this intergovernmental organization as founding 

members. Its purposes include promoting bene-
50ficial, safe and fair AI development . The Chair's 

Statement of the 2026 World Artificial Intelligence 

Conference and High-Level Meeting on Global AI 

Governance, issued at the same time, called for 

systems of laws and regulations, technical moni-

toring, risk early warning and emergency 

response, together with necessary international 
51crisis-management mechanisms . Multilateral 

mechanisms are establishing more sustained 

discussions and cooperation on frontier AI risks, 

providing shared platforms for risk understand-

ing, evaluation methods, interoperability of stan-

dards and capacity building.

Industry is progressively incorporating safety 

requirements into model development, deploy-

ment and operation, specifying responsibilities 

through safety frameworks, voluntary commit-

ments, external testing, model release docu-

mentation and transparency reports. Frontier 

AI developers have made joint commitments on 

safety assessments, capability thresholds, 
5 2release decisions and risk mitigation . 

Companies continue to publish white papers, 

frameworks and research on system lifecycle 
53safety and security , computing infrastructure 

54and large-model application security , security 
55of model service platforms , large-model safety 

56 57and ethics , secure AI frameworks , AI safety 
58and governance frameworks , and responsible 

59AI practices . Cybersecurity companies are 

also proposing technical solutions and gover-

nance recommendations for operational risks in 
60 large models and large-model security 

61 62governance . Agent guardrail tools , maturity 
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63assessments for security agents  and responsi-
64ble AI transparency reports  are becoming 

more extensive. Overall, corporate safety gov-

ernance is moving from principles and voluntary 

commitments toward specific requirements 

implemented in research and development, 

model evaluation, deployment decisions and 

operational safeguards.

Academia continues to advance safety evalua-

tion, risk research and methodological devel-

opment, providing expertise for identifying 

frontier risks, accumulating evidence and 

informing policy. International expert reports 

regularly update scientific assessments of fron-
65tier AI risks , while public incident databases col-

66 67lect verifiable records . Safety benchmarks  

and discussions of red lines translate complex 

technical issues into shared terms usable in 

assessment indicators, testing methods and pol-

icy debate. This work strengthens the evidence 

base for risk judgments and provides reference 

points for evaluation, regulation and coopera-
68tion among different actors .

Through the involvement of multiple actors, 

frontier AI governance is beginning to combine 

mutually supporting rules, technical evidence, 

corporate practice and international coopera-

tion. Governments define institutional bound-

aries, businesses embed safety requirements in 

development and deployment, academia pro-

vides evaluation methods and risk evidence, 

and multilateral mechanisms support consen-

sus and cooperation. Governance is thus mov-

ing beyond statements of principle into a phase 

of parallel progress in detailed rules, technical 

support, accountability and coordinated action. 

Progress across actors and activities also pro-

vides a practical basis for examining gover-

nance foundations and capabilities.

Chapter 3 /  Frontier AI Risk Governance

63.DAS-Security. Research Report on Maturity Model Assessment for Secure AI Agents. Accessed 2026-10-21. 
https://www.dbappsecurity.com.cn/content/details2166_46781.html.

64.Microsoft. 2025 Responsible AI Transparency Report. Accessed 2026-10-21. https://cdn-dynmedia-
1.microsoft.com/is/content/microsoftcorp/microsoft/msc/documents/presentations/CSR/2025-Responsible-AI-Transparency-Report.pdf.

65. International AI Safety Report Expert Advisory Panel. International AI Safety Report 2026. Accessed 2026-10-21. 
https://internationalaisafetyreport.org/publication/international-ai-safety-report-2026; UN Independent International Scientific Panel on AI. Preliminary 
Report of the Independent International Scientific Panel on AI: Evidence-based Assessment of Opportunities, Risks and Impacts of Artificial Intelligence. 
2026-07-01; accessed 2026-10-21. https://www.un.org/independent-international-scientific-panel-ai/en/preliminary-report.

66.Responsible AI Collaborative. AI Incident Database. Accessed 2026-10-21. https://incidentdatabase.ai/.
67.Beijing Institute of AI Safety and Governance. ForesightSafety Bench. Accessed 2026-10-21. https://foresightsafety-bench.beijing-aisi.ac.cn/.
68.Singapore Conference on AI. The Singapore Consensus on Global AI Safety Research Priorities. 2025-05-08; accessed 2026-10-21. 

https://www.scai.gov.sg/2025/scai2025-report/; Shanghai Artificial Intelligence Laboratory and Concordia AI. Frontier AI Risk Management Framework 
2.0. 2026-07-19; accessed 2026-10-21. https://concordia-ai.com/zh-hans/research/frontier-ai-risk-management-framework-2-0/.



21

Effective responses to frontier AI risks require 

both a review of existing governance measures 

and an examination of the institutional founda-

tions, technical capabilities and conditions for 

cooperation behind them. This report proposes a 
69governance readiness assessment framework  

covering six dimensions: institutions and organi-

zation; technical safety and evaluation; verifica-

tion and compliance; risk monitoring, early warn-

ing and response; accountability and ecosystem 

governance; and coordinated governance and 

capacity building. It examines the readiness of 

different countries and relevant actors (Figure 3.1) 

to assess the development of governance founda-

tions, weaknesses in key capabilities and priori-

ties for further capacity building.

Institutions and organization provide the insti-

tutional foundations of risk governance. Laws 

and rules, regulatory authorities and implemen-

tation resources jointly support the functioning 

of governance systems.

Technical safety and evaluation reflect the 

expertise needed to identify and control high-

risk capabilities, grounding risk judgments more 

firmly in testable evidence.

Verification and compliance connect safety 

commitments, external verification and sus-

tained implementation, helping turn written com-

mitments into effective constraints.

Risk monitoring, early warning and response 

cover detection, warning, action and review 

before and after risks materialize. They deter-

mine whether incidents can be identified 

promptly, addressed jointly and used to improve 

practice.

Accountability and ecosystem governance  

concern the boundaries of responsibility, trace-

ability of actions and ecosystem safeguards in 

emerging contexts such as agents, open mod-

els and supply chains.

Coordinated governance and capacity building 

address cross-border risks and capability gaps, 

supporting wider cooperation in standards coor-

dination, information sharing, joint evaluations 

and capacity building.
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 An assessment of frontier AI governance 

readiness in 24 countries based on public 

information indicates that institutional and 

cooperative foundations have been estab-

lished, but progress is uneven (Figure 3.2). 

Across the six dimensions, institutions and orga-

nization are the most developed, while technical 

safety and evaluation, verification and compli-

ance, and accountability and ecosystem gover-

nance are weaker. By income group, high-

income countries have higher overall readiness, 

while upper-middle-income countries and the 

combined lower-middle- and low-income group 

face different shortfalls. From a risk perspective, 

significant gaps remain in incident reporting, 
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coordinated emergency response and cross-

border exercises needed to address risks 

already emerging. Figure 3.3 compares the six 

dimensions overall; the following analysis uses 

secondary indicators to explain the main differ-

ences.

Institutions and organization are currently the 

most developed dimension. Approximately 

two-thirds of assessed countries have estab-

lished relatively stable arrangements for “Stan-

dard-setting and dynamic updating capacity”. 

More than half have done so for “Cross-agency 

coordination and dedicated regulatory mecha-

nisms”, and for “Laws, policies, and ethical 

rules”.

In technical safety and evaluation, relatively sta-

ble arrangements are not yet widespread. 

Nearly half of assessed countries have such 

arrangements for “Safety research, risk model-

ing, and quantification capacity”; fewer than 

40% do so for “Dynamic adversarial testing, red 

teaming, system-level evaluation, and safety 

auditing capacity”; and approximately one-fifth 

do so for “Risk mitigation, permission con-

straints, and deployment control capacity”. 

Uneven progress in safety research and red 

teaming reflects their more direct dependence 

on specialist teams, accumulated tools and sus-

tained investment.

Progress in verification and compliance is 

uneven. More than 40% of assessed countries 

have relatively stable arrangements for “Infor-

mation disclosure, transparency reporting, and 

safety-commitment record-keeping mecha-

nisms”, and for “Independent verification and 

continuous compliance review capacity”. The 

corresponding proportion for “Risk incident 

reporting and near-miss sharing mechanisms” 

is only around one-quarter. Incident reporting 

and the sharing of experience remain major 

weaknesses in this dimension.

Risk monitoring, early warning and response 

require stronger emergency coordination and 

post-incident review. Approximately two-thirds 

of assessed countries have relatively stable 

arrangements for “Risk signal identification, 
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dynamic updates, and continuous monitoring 

capacity”, compared with around 40% for “Risk 

incident response, emergency coordination, sys-

tem recovery, and post-incident review and 

improvement capacity”. Detection, response 

and review need to be better connected, particu-

larly as incidents continue to increase.

Accountability and ecosystem governance are 

relatively weak overall among the six dimen-

sions. The boundaries of responsibility and gov-

ernance requirements for agents, open models 

and supply chains still need clarification. Fewer 

than 30% of assessed countries have relatively 

stable arrangements for “Mutual recognition of 

certification, dispute resolution, and cross-

border enforcement capacity”. The proportion is 

approximately one-quarter for “Boundaries of 

responsibility in the AI governance ecosystem” 

and around one-third for “AI agent permission 

management, responsibility allocation, and 

traceability mechanisms”. Specific arrange-

ments for managing permissions, allocating 

responsibility and tracing accountability still need 

improvement.

In coordinated governance and capacity build-

ing, most assessed countries participate in 

international mechanisms, but routine infor-

mation sharing and joint exercises remain 

clearly insufficient. More than half have rela-

tively stable arrangements for “Participation in 

international mechanisms, standards interoperability, 

and evaluation-protocol sharing mechanisms”, 

and nearly 40% for “Public participation, media 

oversight, risk communication, AI literacy improve-

ment”. However, fewer than 30% have such 

arrangements for “Cross-border risk information 

notification, case sharing, and joint exercise 

mechanisms”. Coordinated governance 

remains centered on participation in mecha-

nisms and dialogue, while routine information 

sharing and joint exercises are still at an early 

stage.

At the level of secondary governance readiness 

indicators, differences among countries are con-

centrated in practical activities such as evalua-

tion, reporting, verification and response (Figure 

3.4). Across assessed countries, readiness is rel-

atively high for “Standard-setting and dynamic 

updating capacity,” “Risk signal identification, 

dynamic updates, and continuous monitoring 

capacity” and “Participation in international mecha-

nisms, standards interoperability, and evaluation-

protocol sharing mechanisms.” It is relatively low 

for “Risk mitigation, permission constraints, and 

deployment control capacity,” “Data governance, 

supply chain security, and open-source ecosys-

tem governance capacity,” “Risk incident report-

ing and near-miss sharing mechanisms,” “AI 

asset registration and visualization, activity audit-

ing, and anomaly detection mechanisms” and 

“Boundaries of responsibility in the AI gover-

nance ecosystem.” Building on rules and insti-

tutions, stronger evaluation, verification and 

risk-response capabilities are the main priori-

ties for improving governance readiness.

Governance readiness differs overall across 

income groups (Figure 3.5). The assessment 

covers 13 high-income countries, eight upper-

middle-income countries and three lower-
70middle- or low-income countries . High-income 

countries have higher overall readiness, with 

stronger foundations in institutional rules, safety 

research, evaluation, specialized bodies and 

compliance mechanisms. Upper-middle-

income countries have made progress in institu-

tions and organization and in risk monitoring, 

early warning and response, but need to 

strengthen accountability and ecosystem gov-

ernance and coordinated governance and 

capacity building. The combined lower-middle- 

and low-income group has a similar overall level 

of readiness to the upper-middle-income group, 

with both substantially below the high-income 

group. Its weaknesses are more pronounced in 

technical safety and evaluation and in account-

ability and ecosystem governance. Institution 

building, international participation and knowl-

edge sharing can provide entry points for 

improving readiness.

Income levels are associated with overall gov-

ernance readiness but do not fully explain 

differences among countries, which show 

different strengths across specific capabilities. 
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Even countries with similar overall readiness differ 

in institutional coordination, standards updating, 

safety research, evaluation benchmarks, inde-

pendent verification, public participation, risk com-

munication and capacity building. Differences in 

governance preparedness therefore also concern 

the particular mix of capabilities.

From a risk perspective, current governance 

readiness does not fully match the capabilities 

needed to address key risks. Rapidly spreading 

real-world harms require continuous monitor-

ing, independent verification, rapid response 

and cross-border notification. Preventing poten-

tially severe consequences places greater 

emphasis on pre-deployment evaluation, capa-

bility-threshold monitoring and international 

early warning. Table 3.1 presents selected sec-

ondary indicators related to key risks and the 

implications of the assessment.

Pressures from real-world risks highlight gaps in 

the relevant governance capabilities.  Misuse 

and Criminal Risks, Information Integrity Risks 

and Critical System Risks are already evident in 

practice, increasing the urgency of model evalu-

ation, incident detection, rapid response, inde-

pendent verification and cross-border notifica-

tion. Yet fewer than 40% of assessed countries 

have relatively stable arrangements for “Dy-

namic adversarial testing, red teaming, system-

level evaluation, and safety auditing capacity”, 

around one-quarter for “Risk incident reporting 

and near-miss sharing mechanisms”, around 

40% for “Risk incident response, emergency 

coordination, system recovery, and post-

incident review and improvement capacity”, and 

fewer than 30% for “Cross-border risk informa-

tion notification, case sharing, and joint exercise 

mechanisms”. Figure 3.6 shows readiness in 

these capabilities.
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Coordinated Response 

to Frontier AI Risks

Chapter 4
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As rules and mechanisms take 

shape, attention needs to focus on 

w h e t h e r d i ff e r e n t g o v e r n a n c e 

arrangements can work together 

effectively and reliably before and 

after real risks emerge.

Coordinated responses need to 

connect model evaluation, verifica-

tion of safety commitments and inci-

dent management, enabling risk 

evidence, accountability records 

and response information to flow 

across actors and stages.

Agents and open models create 

new issues spanning development, 

deployment, distribution and use, 

requiring better arrangements for 

permissions, releases, records and 

coordinat ion of responsibi l i t ies 

across these stages.

Roles in multi-stakeholder cooper-

ation should reflect actual control 

over models, interfaces, permis-

sions and applications, access to 

i n f o r m a t i o n  a n d c a p a c i t y  t o 

respond, supported by mecha-

n i s m s f o r  e v i d e n c e s h a r i n g , 

accountability verification and joint 

response.

Capacity building should turn eval-

uation tools, standard methods and 

practical experience into gover-

nance resources that more coun-

tries and institutions can obtain, 

use and maintain over time.

Key Points



71.European Commission / European AI Office. General-Purpose AI Code of Practice. Accessed 2026-10-21. https://digital-
strategy.ec.europa.eu/en/policies/contents-code-gpai.

The governance readiness assessment shows 

that institutional rules, organizational arrange-

ments and international participation provide a 

foundation, but capabilities in technical safety 

and evaluation, verification and compliance, risk 

monitoring, early warning and response, and 

accountability and ecosystem governance need 

strengthening. Drawing on the risk situations 

and response priorities discussed above, coop-

eration could initially focus on agents, high-risk 

applications, cyber and fraud-related misuse, 

critical systems and biosecurity, selecting mech-

anisms suited to the nature of the risks and the 

maturity of governance. The next phase should 

turn dispersed efforts into shared arrangements 

covering the risk chain, connect model evalua-

tion, verification of safety commitments and inci-

dent response, improve cooperation on agents 

and open models, and broaden access to gov-

ernance tools and practical experience through 

capacity building.

First, coordinate model safety evaluations to 

produce comparable, interpretable and 

reviewable risk evidence. The readiness 

assessment identifies room for improvement in 

technical safety and evaluation. The same 

model may yield different conclusions under 

different risk classifications, benchmarks and 

red-team tasks. Without ways to compare test 

conditions and the presentation of results, eval-

uations struggle to serve corporate improve-

ment, regulatory judgment and international 

exchange at the same time. Actors can begin 

with methodological exchange and joint evalua-

tions, gradually improving the comparability of 

evidence. Evaluations should explain their 

scope and limitations, distinguish inherent harm-

ful capabilities from residual risks after safe-

guards are applied, and extend from foundation 

models to deployed systems. As capabilities 

move toward greater autonomy, international 

cooperation on safety evaluations and 

superalignment research should also build for-

ward-looking evidence on extreme scenarios, 

including loss of control over ASI.

Second, coordinate verification so that safety 

commitments and their implementation can be 

examined, compared and tracked over time. 

The readiness assessment identifies room for 

improvement in verification and compliance. 

Companies have the most direct knowledge of 

model development, testing, release and 

deployment, but external actors cannot easily 

determine whether safeguards have been fully 

implemented on the basis of corporate state-

ments alone. Emerging practices are translating 

general commitments into verifiable safety 
71requirements . Coordinated verification can pro-

ceed at three levels: review of commitments, 

behavioral verification and technical verifica-

tion.

Third, strengthen coordinated incident report-

ing and joint response, so that individual dis-

coveries promptly inform safeguards across 

platforms, industries and regions. The readi-
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4.1  Priority Areas and Feasible 
Mechanisms for 
Coordinated Response

Addressing frontier AI risks requires 

broader coordinated action among multi-

ple stakeholders. As model capabilities 

advance and applications expand, risks 

can be replicated across platforms, trans-

mitted across industries and spread 

across borders. No single country or actor 

can easily cover the full chain of risk iden-

tification, evaluation and verification, mon-

itoring and early warning, and incident 

response. Risk analysis and the gover-

nance readiness assessment show that 

the issue is no longer simply whether 

rules, institutions and platforms exist, but 

whether dispersed arrangements can 

work together effectively before and after 

risks emerge. The core of a coordinated 

response is to ensure that evaluation evi-

dence, commitment records and incident 

information flow smoothly, clarify respon-

sibilities and points of coordination, and 

turn existing efforts into sustained collec-

tive governance capacity.
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ness assessment identifies incident reporting 

and cross-border exercises as relatively weak 

areas. Prompt injection, jailbreaks, vulnerabili-

ties in agent frameworks and deepfake fraud 

can spread rapidly across systems, making it 

difficult for a single company or region to cover 

the full transmission chain. Drawing on the 

OECD's common reporting framework for AI 
72incidents , actors can gradually connect inci-

73dent reporting with emergency response . 

Multinational emergency exercises in fields 

such as public health also offer lessons for test-

ing coordinated response arrangements before 
74incidents occur .

Fourth, improve coordinated governance of 

agents and open models so that risks can be 

detected, addressed according to their severity 

and traced to responsible actors. The assess-

ment finds that only around one-third of 

assessed countries have relatively stable 

arrangements for agent permissions, allocation 

of responsibility and traceability. Agents can use 

tools, access external resources and execute 

tasks continuously, while open models can be 

fine-tuned, integrated and redistributed by 

different actors. Risks therefore span develop-

ment, deployment, distribution and use. 

Responsibilities should reflect actual control 

over models, interfaces, permissions and appli-
75cation contexts , while pathways for connecting 

cross-border accountability tracing and dispute 

resolution should be explored.

Fifth, deepen cooperation in capacity building, 

making evaluation tools, standard methods 

and publicly available cases into accessible, 

usable and sustainable governance resources 

for more countries and institutions. Some coun-

tries and smaller institutions still face inade-

quate governance resources and unstable chan-

nels for cooperation. Countries with the capacity 

to do so can be encouraged to share evaluation 

tools and practical experience. International 

resources should become tools and methods 
76that can be used and maintained locally . 

Countries should also be supported in strength-

ening their own research, development and pro-

duction capabilities and developing governance 

methods suited to local needs.

These five directions are interconnected. 

Model evaluations provide risk evidence; ver-

ification helps ensure commitments are imple-

mented; incident cooperation turns discover-

ies into warnings and improvements; gover-

nance of agents and open models addresses 

responsibilities across stages; and capacity 

building enables wider participation. The key is 

to use evaluation findings to inform corrective 

action on commitments and deployment man-

agement, and to feed information from incident 

response back into evaluations, standards and 

accountability records, creating a continuously 

improv ing cha in o f r i sk governance . 

Implementation can proceed through controlled 
77pilots, including regulatory sandboxes , suited 

to the risks and governance maturity of different 

fields. These can test evaluation methods, miti-

gation measures, and incident reporting and 

response procedures, with lessons informing 

subsequent rules and cooperation mecha-

nisms. Table 4.1 sets out areas for improvement 

and suggested mechanisms.

72.OECD. Towards a Common Reporting Framework for AI Incidents. 2025-02-28; accessed 2026-10-21. https://doi.org/10.1787/f326d4ac-en. The 
framework proposes compatible reporting information elements while allowing adaptation to national policies and reporting contexts.

73.Frontier Model Forum. Information Sharing, Incident Reporting, and Incident Response for Frontier AI Risks. Accessed 2026-10-21. 
https://www.frontiermodelforum.org/issue-briefs/information-sharing-incident-reporting-and-incident-response-for-frontier-ai-risks/.

74.For example, in April 2026 the World Health Organization organized the multinational Polaris II simulation exercise to test information flows, personnel 
mobilization and cross-border coordination in public health emergencies. See World Health Organization. Practicing Today for Tomorrow's Emergencies: 
WHO Convenes Countries and Partners to Simulate Response to Major Disease Outbreak. 2026-04-27; accessed 2026-10-21. 
https://www.who.int/news/item/27-04-2026-practicing-today-for-tomorrow-s-emergencies-who-convenes-countries-and-partners-to-simulate-
response-to-major-disease-outbreak

75.Frontier Model Forum. Emerging Security Practices for AI Agents. Accessed 2026-10-21. https://www.frontiermodelforum.org/issue-briefs/emerging-
security-practices-for-ai-agents/.

76.UN General Assembly. Enhancing International Cooperation on Capacity-Building of Artificial Intelligence. 2024-07-01; accessed 2026-10-21. 
https://docs.un.org/A/RES/78/311.

77.A regulatory sandbox is a controlled arrangement for development, testing and validation within a limited scope and period under the guidance and 
supervision of a regulator.
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Implementing these priorities requires a division 
of responsibilities based on actors' actual con-
trol over models, interfaces, permissions and 
application contexts, their access to information 
and their capacity to respond. Governance 
requirements should match each actor's role 
and resources. The key is to clarify responsibili-
ties for providing evidence, making decisions, 
taking corrective action, responding and provid-
ing oversight and feedback, with corresponding 

arrangements for information sharing and coor-
dinated action. Table 4.2 outlines priority actions 
for each group.

Government bodies are responsible for setting 
rules, public coordination and accountability. 
They can define basic requirements and bound-
aries of responsibility in high-risk contexts, con-
nect evaluation, verification and incident report-
ing mechanisms, and organize responses 
across departments and regions when major 
risks arise.

Businesses are on the front line of risk gover-
nance. In line with their actual control over mod-
els and applications, they should discharge 

Chapter 4 /  Coordinated Response to Frontier AI Risks

4.2   Multi-Stakeholder Partici-
pation in Coordinated 
Response Mechanisms
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responsibilities for evaluation, mitigation, 
recordkeeping and incident response at both 
the development and application stages.

Research institutions, specialist evaluation 
bodies and standards organizations can 
develop methods, conduct independent verifi-
cation and offer expert judgment. They should 
explain the scope of conclusions, uncertainties 
and potential conflicts of interest, providing 
reviewable evidence for regulation, corporate 
improvement and international cooperation.

International organizations and multilateral 
and regional mechanisms can connect risk ter-
minology and standards, facilitate cross-border 
reporting and support capacity building. Where 
institutional approaches differ, a practical start-
ing point is to improve interoperability among 
existing rules, evaluation results, incident clas-
sifications and emergency procedures while 
allowing different governance systems to coex-
ist. The United Nations can continue to advance 

78cooperation on AI capacity building  and global 
79governance dialogue . International exchange 

and cooperation platforms such as World 
Internet Conference and the World Artificial 
Intelligence Conference can bring together prac-
tices from different regions, industries and tech-
nical communities, connecting issues, projects 
and capacity-building resources.

The public, users and civil society organizations 
can report risk signals and impacts from real-
world use and participate in risk communication 
and public oversight. Mechanisms should pro-
vide accessible reporting channels through 
which people can receive feedback, while pro-
tecting their privacy and preventing further 
harm. The responsibilities of the public, users 
and civil society organizations in risk identifica-
tion, evidence provision and response should 
also be reasonably defined.

Addressing the challenges of frontier AI requires 
stable cooperation based on a clear division of 
responsibilities, effective connections between 
governance activities, and global collective gov-
ernance capacity that keeps pace with techno-
logical development and evolving risks. Building 
on this, further work is needed on the engineer-
ing capabilities required to govern frontier AI 
risks, turning rules, standards and cooperation 

mechanisms into operational systems for evalu-
ation, monitoring, early warning and response. 
This is both a foundation for sustained coordi-
nated governance and an important subject for 
future international cooperation and research.

Looking ahead, frontier AI development should 
rest on safer, more reliable and more inclusive 
foundations. By translating a shared risk vocab-
ulary into comparable evaluation criteria, using 
governance readiness assessments to set 
phased capacity-building priorities, and con-
necting verification of commitments, incident 
response and feedback through cooperation 
across actors, the international community can 
build sustained collaboration. This can enable 
risk governance and frontier AI development to 
reinforce one another and better serve the 
Sustainable Development Goals and the com-
mon well-being of humanity.

 

78.United Nations General Assembly. Enhancing international cooperation on capacity-building of artificial intelligence: Resolution 78/311. Adopted 2024-
07-01; accessed 2026-10-26. https://documents.un.org/doc/undoc/gen/n24/197/26/pdf/n2419726.pdf.

79.United Nations. Global Dialogue on Artificial Intelligence Governance (6–7 July 2026, Geneva). Accessed 2026-10-26. 
https://indico.un.org/event/1023375/.



The governance readiness assessment uses public information to examine a country's preparedness to 

address frontier AI risks. It covers relevant actions by government, businesses, research institutions and 

the public, as well as participation in international mechanisms.

This first report assesses 24 countries, grouped into three categories using the World Bank's latest 

income classification, updated in July 2026: high income, upper-middle income, and a combined lower-

middle- and low-income group. The selection covers different stages of development and governance 

approaches while also taking account of the availability of public information. Findings are not directly 

extrapolated to other countries.
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Appendix.  / Frontier AI Governance Readiness 
Assessment Indicators and Methodology

A. Countries Assessed and  Indicator Framework

The framework comprises six first-level indicators: institutions and organization; technical safety and 

evaluation; verification and compliance; risk monitoring, early warning and response; accountability and 

ecosystem governance; and coordinated governance and capacity building. These contain 22 second-

ary indicators and 130 tertiary indicators (Table A-2).
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Data sources and period covered. The assessment uses public information, principally original laws 

and regulations, government gazettes, competent authorities' announcements, membership lists of 

international organizations, standards catalogs and official institutional websites. Research reports and 

news coverage provide search leads, while judgments are based on primary sources. Specific data 

sources are listed under each secondary indicator in Section C of this appendix. Institutional facts, 

including laws, bodies and standards, reflect the position as of August 31, 2026. Records of actions such 

as enforcement, incident response, exercises and report publication cover January 1, 2024–August 31, 

2026.

Assessment of tertiary indicators. For each country and tertiary indicator, the assessment records the 

publishing body, document title, date, URL and evidence supporting the judgment. The following rules 

apply. EU regulations directly applicable to member states are counted for France, Germany and Italy. 

State, provincial and other local rules may be counted, with their scope of application noted. AI rules, obli-

gations and channels must specifically address AI or explicitly mention AI systems; general cybersecurity 

or data-protection rules are not counted. “Regulatory action by a competent authority” includes decisions 

on specific AI products by data-protection, consumer-protection and competition authorities. Indicators 

concerning implementation require records of actions such as enforcement, response or exercises; 

adoption of a rule is not equivalent to implementation. A finding of “No” means that no corresponding evi-

dence was found within the sources listed.

Assignment of tiers to secondary indicators. Each secondary indicator is assigned to one of five 

tiers—S, A, B, C or D—with S the highest. Conditions are checked in descending order from S to D, and 

the highest qualifying tier is assigned. Classification is based on key arrangements and records of actual 

actions, rather than counts, weights or sums of conditions met. Tertiary indicators correspond to specific 

verifiable facts and are assessed individually as “Yes” or “No.” The same fact may support different sec-

ondary indicators but is not counted twice within a single indicator.

Presentation of results. Results are presented by secondary indicator. They are not aggregated into 

dimension scores, overall country scores or rankings. Charts in the main report treat Tier S or Tier A as 

indicating “relatively stable arrangements” and report the corresponding number or proportion of coun-

tries.

Assessment and review. Supporting tools were used to organize information. The materials and evi-

dence underlying judgments were verified and reviewed by researchers.

Coverage and timeliness. The extent of public disclosure and the accessibility of official websites vary 

among countries. The assessment is based on public information available as of August 31, 2026. 

Failure to locate evidence does not mean that the relevant arrangements do not exist in a country.

This section sets out in detail the scope, tertiary indicators, data sources and tier criteria for each secondary 

indicator. Numbers in the qualifying conditions refer to the tertiary indicators under that indicator.

1.1 Laws, policies, and ethical rules

Assessment scope: Readiness to manage AI risks through legislation, national policies and ethical stan-

dards. The assessment focuses on dedicated AI legislation, legally binding obligations for general-purpose 

or generative models, national AI strategies and ethical standards, and regulatory action on specific AI prod-
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B. Data and Assessment Methodology

C. Assessment Scope, Data Sources and
     Tier Criteria for Secondary Indicators
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ucts. It comprises the following tertiary indicators:

1.1.1 Cross-sectoral AI-specific laws or regulations imposing legal obligations are in force, including admin-

istrative regulations and departmental rules; 

1.1.2 Mandatory obligations for general-purpose, generative or frontier AI models are in force; 

1.1.3 Dedicated AI legislation has been adopted but is not yet in force, has been submitted to the legislature, 

or is in force without imposing legal obligations, such as a promotion act; 

1.1.4 AI-specific regulations are in force at state, provincial or other jurisdictional level; 

1.1.5 A sectoral authority has issued binding AI-specific rules for its sector; 

1.1.6 Legal provisions specifically addressing AI-generated or synthetic content are in force; 

1.1.7 A current national AI strategy, plan or action plan exists; 

1.1.8 National AI ethical principles or codes of conduct exist; 

1.1.9 A competent authority has issued a penalty, prohibition or other decision concerning a specific AI prod-

uct; 

1.1.10 A competent authority has opened an investigation or held a regulatory meeting concerning a specific 

AI product.

Data sources: Public searches. Search channels and materials include national legislative websites, 

government gazettes and competent authorities' websites; EUR-Lex; and the OECD.AI national policy 

database, among others.

Tier criteria:

Tier S: Comprehensive legal obligations and regulatory practice. Conditions: All of 1.1.1, 1.1.2, 1.1.6, 1.1.7, 

1.1.8 and 1.1.9 are met.

Tier A: Dedicated rules and regulatory action. Conditions: At least one of 1.1.1–1.1.6 and at least one of 

1.1.9–1.1.10 are met.

Tier B: Dedicated legislation or rules. Conditions: At least one of 1.1.1–1.1.6 is met.

Tier C: A national strategy and ethical framework. Conditions: Both 1.1.7 and 1.1.8 are met.

Tier D: The conditions for Tier C are not met.

1.2 Cross-agency coordination and dedicated regulatory mechanisms

Assessment scope: Coordination and dedicated regulatory arrangements for AI governance, including the 

establishment and operation of coordinating bodies, statutory regulatory mandates and outputs, dedicated 

safety institutions, and joint action across departments. Tertiary indicators:

1.2.1 A national AI governance coordinating body exists, or a lead coordinating department is designated by 

law or national policy;

1.2.2 The coordinating body or lead department has documented responsibilities or working procedures;

1.2.3 A specific authority has been given AI regulatory powers by law or formal regulation;

1.2.4 A national AI safety institute or equivalent specialist body has been established;
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1.2.5 Since 2024, the coordinating body or lead department has published records of meetings, decisions or 

other outputs;

1.2.6 Since 2024, the regulator has issued AI regulatory guidance, supervisory reports or enforcement deci-

sions;

1.2.7 Records exist of multiple departments jointly issuing AI rules, conducting investigations or taking 

action.

Data sources: Public searches. Search channels and materials include government and competent 

authorities' websites, the OECD.AI national policy database, and membership lists of the International 

Network of AI Safety Institutes, among others.

Tier criteria:

Tier S: A complete governance structure with sustained outputs. Conditions: All of 1.2.1–1.2.7 are met.

Tier A: Governance bodies are in place and produce substantive outputs. Conditions: Either (1) both 1.2.1 

and 1.2.3, plus at least one of 1.2.5–1.2.6; or (2) at least one of 1.2.1 and 1.2.3, plus both 1.2.5 and 1.2.7, are 

met.

Tier B: Governance bodies and some governance outputs. Conditions: At least one of 1.2.1 and 1.2.3, and 

at least one of 1.2.5–1.2.7, are met.

Tier C: Basic governance bodies. Conditions: At least one of 1.2.1, 1.2.3 and 1.2.4 is met.

Tier D: The conditions for Tier C are not met.

1.3 Organizational governance architecture, resource investment, willingness to govern, and imple-

mentation capacity

Assessment scope: The organizational, institutional and financial resources committed by government 

to AI governance, and oversight and correction of the government's own AI use. It covers dedicated bod-

ies, internal rules, earmarked funding, use registers, staff training, audits and corrective action. 

Commitment and implementation capacity are judged through verifiable arrangements such as funding, 

internal rules, inspections and corrective action. Legislation applying to society more broadly is 

assessed under Indicator 1.1. Tertiary indicators:

1.3.1 A permanent body or dedicated position has AI governance responsibilities;

1.3.2 Mandatory rules govern government bodies' own use of AI;

1.3.3 Dedicated AI governance budgets, appropriations or funding programs are public, including ear-

marked funding for national AI safety institutions;

1.3.4 A public register or inventory of government AI applications exists;

1.3.5 An AI training program for civil servants exists;

1.3.6 Since 2024, an audit or oversight body has published an inspection report on government AI gover-

nance or use;

1.3.7 Public records show that recommendations from these inspections have been adopted or followed 

by corrective action.

Data sources: Public searches. Search channels and materials include government mandates and 

appointment announcements, budget and funding documents, government AI-use policies and regis-
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ters, and national audit reports, among others.

Tier criteria:

Tier S: Organizational, institutional and financial resources are in place, and inspection recommenda-

tions are implemented. Conditions: All of 1.3.1, 1.3.2, 1.3.3, 1.3.6 and 1.3.7 are met.

Tier A: A dedicated body and mandatory internal rules, with supporting investment or oversight. 

Conditions: Both 1.3.1 and 1.3.2, and at least one of 1.3.3–1.3.6, are met.

Tier B: A dedicated body and supporting governance arrangements. Conditions: 1.3.1 and at least one 

of 1.3.2–1.3.5 are met.

Tier C: Basic organizational or internal governance arrangements. Conditions: At least one of 1.3.1, 

1.3.2 and 1.3.4 is met.

Tier D: The conditions for Tier C are not met.

1.4 Standard-setting and dynamic updating capacity

Assessment scope: Development and updating of AI standards and participation in international stan-

dardization, covering national standards, international participation, conformity assessment, ongoing 

updates and standardization plans. Tertiary indicators:

1.4.1 Current national AI standards or technical specifications have been published, including identical 

adoption of international standards;

1.4.2 The country is a participating member of ISO/IEC JTC 1/SC 42 on artificial intelligence;

1.4.3 An AI certification or testing scheme exists;

1.4.4 AI standards have been published, revised or reviewed since 2024;

1.4.5 A public AI standardization strategy or work plan exists.

Data sources: Public searches. Search channels and materials include ISO/IEC JTC 1/SC 42 member-

ship lists, standards catalogs and announcements published by national standards bodies, accreditation 

body directories, official government gazettes and other public materials.

Tier criteria:

Tier S: Arrangements cover standards development, international participation, certification or testing, 

and ongoing updates. Conditions: All of 1.4.1–1.4.5 are met.

Tier A: National standards and international participation, with supporting implementation arrange-

ments. Conditions: Both 1.4.1 and 1.4.2, and at least one of 1.4.3–1.4.5, are met.

Tier B: National standards and supporting arrangements. Conditions: 1.4.1 and at least one of 

1.4.2–1.4.5 are met.

Tier C: Basic standardization, certification or testing arrangements. Conditions: At least one of 1.4.1, 

1.4.2, 1.4.3 and 1.4.5 is met.

Tier D: The conditions for Tier C are not met.

2.1 Safety research, risk modeling, and quantification capacity

Assessment scope: Capacity for AI safety research and risk assessment, covering national research bod-
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ies and dedicated funding, official risk assessment frameworks, national-level research outputs, wider 

domestic research outputs and international cooperation. Tertiary indicators:

2.1.1 A national AI safety research institution, laboratory or dedicated research program exists;

2.1.2 Government has established dedicated funding or a funding program for AI safety research;

2.1.3 Government or a national institution has published an AI risk assessment method, taxonomy or 

tiered framework;

2.1.4 Since 2024, government or a national institution has publicly released an AI safety or risk research 

report;

2.1.5 Since 2024, domestic institutions have published AI safety research, in papers or technical reports;

2.1.6 Domestic institutions participate in international AI safety research or joint evaluations.

Data sources: Public searches. Search channels and materials include national AI safety institute and 

national research institution websites, research funding announcements, DBLP and arXiv, and 

International Network of AI Safety Institutes announcements, among others.

Tier criteria:

Tier S: Safety research connects institutions, funding, methods and research outputs. Conditions: All of 

2.1.1–2.1.4 are met.

Tier A: National research bodies and outputs, supported by funding or methods. Conditions: 2.1.1 is met, 

at least one of 2.1.2–2.1.3 is met, and 2.1.4 is met.

Tier B: A national foundation for safety research or risk assessment. Conditions: Any one of (1) 2.1.1, (2) 

2.1.3 or (3) 2.1.4 is met.

Tier C: Domestic safety research outputs or international research cooperation. Conditions: At least one 

of 2.1.5–2.1.6 is met.

Tier D: The conditions for Tier C are not met.

2.2 International evaluation benchmarks, benchmark testing, and high-quality evaluation dataset 

development

Assessment scope: Capacity to develop and maintain AI safety benchmarks, datasets and evaluation 

platforms, and their international influence. It covers resource development, continued maintenance, offi-

cial evaluation platforms, international joint evaluations and external adoption. Tertiary indicators:

2.2.1 A domestic actor has developed and publicly released an AI safety benchmark or testing tool;

2.2.2 A domestic actor has publicly released an AI safety evaluation dataset;

2.2.3 Public records of version updates or maintenance exist for these benchmarks or datasets;

2.2.4 Domestic actors participate in international joint evaluations or shared evaluation protocols;

2.2.5 A government or public institution operates an AI evaluation platform or service;

2.2.6 Foreign institutions have used a domestic benchmark or dataset in model evaluations.

Data sources: Public searches. Search channels and materials include official GitHub and Hugging 

Face repositories and dataset cards, technical reports from evaluation bodies, and public model and sys-
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tem cards from major developers, among others.

Tier criteria:

Tier S: Benchmarks and datasets are maintained and used abroad, with cooperation or platform sup-

port. Conditions: All of 2.2.1, 2.2.2 and 2.2.3 are met, at least one of 2.2.4–2.2.5 is met, and 2.2.6 is met.

Tier A: Evaluation resources are maintained, with cooperation, platform support or overseas use. 

Conditions: At least one of 2.2.1–2.2.2 is met, 2.2.3 is met, and at least one of 2.2.4–2.2.6 is met.

Tier B: Evaluation resources exist, with maintenance, cooperation or use records. Conditions: At least 

one of 2.2.1–2.2.2 and at least one of 2.2.3–2.2.6 are met.

Tier C: Basic evaluation resources or an official platform. Conditions: At least one of 2.2.1, 2.2.2 and 

2.2.5 is met.

Tier D: The conditions for Tier C are not met.

2.3 Dynamic adversarial testing, red teaming, system-level evaluation, and safety auditing 

capacity

Assessment scope: Capacity to conduct adversarial testing, system-level evaluation and pre-

deployment safety assessment of AI models and systems, covering published red-team findings for spe-

cific models, system- or agent-level results, pre-deployment assessment arrangements and official meth-

odological guidance. Tertiary indicators:

2.3.1 Domestic institutions have published red-team or adversarial-testing results for specific models or 

systems;

2.3.2 Arrangements exist for pre-deployment safety assessment or pre-release review;

2.3.3 Domestic institutions have published system- or agent-level evaluation results;

2.3.4 Official guidance on red teaming or safety evaluation methods exists.

Data sources: Public searches. Search channels and materials include reports from AI safety institutes 

and evaluation bodies, corporate model cards, system cards and safety reports, and regulatory evalua-

tion guidance, among others.

Tier criteria:

Tier S: Red teaming, system-level evaluation and pre-deployment assessment are in place. Conditions: 

All of 2.3.1–2.3.3 are met.

Tier A: System-level evaluation is conducted, supported by red teaming or institutional and methodologi-

cal arrangements. Conditions: Either (1) both 2.3.1 and 2.3.3; or (2) all of 2.3.2–2.3.4 are met.

Tier B: Red teaming is conducted, or pre-deployment assessment has supporting practice. Conditions: 

Either (1) 2.3.1; or (2) 2.3.2 and at least one of 2.3.3–2.3.4 are met.

Tier C: A foundation for pre-deployment assessment, system-level evaluation or official methods. 

Conditions: At least one of 2.3.2–2.3.4 is met.

Tier D: The conditions for Tier C are not met.

2.4 Risk mitigation, permission constraints, and deployment control capacity

Assessment scope: Capacity to control AI deployment and operation, covering approval or filing 
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requirements, legally required mitigation, arrangements for suspension or withdrawal, records of actual 

intervention, and corporate disclosures on access controls and pre-deployment testing. Tertiary indica-

tors:

2.4.1 Deployment approval, licensing or filing requirements apply to high-risk or frontier AI systems;

2.4.2 Risk mitigation measures are legally or officially required;

2.4.3 Domestic actors publish descriptions of model or system permissions and access controls;

2.4.4 Arrangements exist for suspension, withdrawal, rollback or human takeover;

2.4.5 Since 2024, a competent authority has actually initiated suspension, withdrawal or restriction mea-

sures;

2.4.6 Domestic actors publish pre-deployment mitigation or safety-testing records for specific systems.

Data sources: Public searches. Search channels and materials include legislation and regulatory guid-

ance, corporate model cards, system cards and technical documentation, and regulatory announce-

ments and decisions, among others.

Tier criteria:

Tier S: Deployment, mitigation, permission and intervention arrangements are in place, with actual inter-

vention records. Conditions: All of 2.4.1–2.4.5 are met.

Tier A: Intervention arrangements have led to suspension, withdrawal or restrictions. Conditions: Either 

(1) all of 2.4.1, 2.4.4 and 2.4.5; or (2) all of 2.4.2, 2.4.4, 2.4.5 and 2.4.6 are met.

Tier B: Deployment or mitigation requirements have supporting disclosures or action records. 

Conditions: At least one of 2.4.1–2.4.2 and at least one of 2.4.3, 2.4.5 and 2.4.6 are met.

Tier C: Basic deployment or operational controls. Conditions: At least one of 2.4.1–2.4.4 is met.

Tier D: The conditions for Tier C are not met.

3.1 Information disclosure, transparency reporting, and safety-commitment record-keeping 

mechanisms

Assessment scope: Rules and practices for disclosure of AI use, risks and governance information, cov-

ering statutory disclosure requirements, official guidance, transparency reports, safety commitments 

and implementation reports, and supervision of disclosure obligations. Tertiary indicators:

3.1.1 Laws or regulations impose AI disclosure or labeling obligations;

3.1.2 Domestic actors publish AI transparency or responsible AI reports;

3.1.3 Domestic actors sign or publish AI safety commitments;

3.1.4 Domestic actors publicly report implementation of or progress on safety commitments;

3.1.5 Government or regulators issue AI disclosure specifications, templates or guidance;

3.1.6 Since 2024, a competent authority has supervised, verified or taken action concerning disclosure 

obligations.

Data sources: Public searches. Search channels and materials include laws and regulatory guidance, 

transparency reports and model cards on corporate websites, signatory lists for AI safety commitments, 
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and regulatory announcements, among others.

Tier criteria:

Tier S: Disclosure, implementation reporting, guidance and supervision are in place. Conditions: All of 

3.1.1–3.1.6 are met.

Tier A: Statutory disclosure and disclosure practice, supported by guidance or supervision. Conditions: 

3.1.1, at least one of 3.1.2–3.1.3, and at least one of 3.1.5–3.1.6 are met.

Tier B: Statutory disclosure with supporting practice or specifications. Conditions: 3.1.1 and at least one 

of 3.1.2, 3.1.3 and 3.1.5 are met.

Tier C: Basic disclosure requirements, practice or guidance. Conditions: At least one of 3.1.1, 3.1.2, 

3.1.3 and 3.1.5 is met.

Tier D: The conditions for Tier C are not met.

3.2 Risk incident reporting and near-miss sharing mechanisms

Assessment scope: Arrangements and practices for receiving, handling and sharing information on AI 

incidents, covering official reporting channels, statutory obligations, coverage of near misses, informa-

tion sharing, and records of actual receipt and response. Tertiary indicators:

3.2.1 An official AI incident reporting channel exists;

3.2.2 Laws, regulations or formal rules impose AI incident reporting obligations;

3.2.3 Reporting explicitly covers near misses, hazardous situations or precursors of major risks;

3.2.4 Formal arrangements exist for referring or sharing incident information among institutions or notify-

ing the public;

3.2.5 Since 2024, official records have been published of the receipt, handling or reporting of specific AI 

incidents;

3.2.6 AI incidents in the country recorded in public databases have received an official response or 

action.

Data sources: Public searches. Search channels and materials include regulators' and national com-

puter emergency response bodies' websites, original legislation, AIID, the AIAAIC Repository and OECD 

AIM, among others.

Tier criteria:

Tier S: Reporting, information exchange and actual response are connected. Conditions: All of 3.2.1, 

3.2.2, 3.2.4 and 3.2.5, and at least one of 3.2.3 and 3.2.6, are met.

Tier A: Reporting channels and statutory obligations, with actual receipt or handling of incidents. 

Conditions: All of 3.2.1, 3.2.2 and 3.2.5 are met.

Tier B: Reporting or sharing arrangements, or public records of handling and official responses. 

Conditions: Either (1) at least one of 3.2.1, 3.2.2 and 3.2.4; or (2) both 3.2.5 and 3.2.6 are met.

Tier C: Public handling of or official responses to specific incidents. Conditions: At least one of 

3.2.5–3.2.6 is met.

Tier D: The conditions for Tier C are not met.
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3.3 Independent verification and continuous compliance review capacity

Assessment scope: Arrangements and practices for independent verification of AI systems and organi-

zations and continued compliance review after deployment. It covers statutory pre-deployment assess-

ment, official evaluation and certification schemes, national accreditation, ongoing supervision and pub-

lic verification findings. Tertiary indicators:

3.3.1 Laws or regulations require specified AI systems to undergo third-party assessment, certification or 

safety assessment by a competent authority before use;

3.3.2 A government-established or government-recognized AI evaluation or certification scheme exists, 

including voluntary schemes;

3.3.3 The national accreditation body includes AI management system certification within its accredita-

tion scope;

3.3.4 Specific domestic organizations have obtained AI management system or AI product certification;

3.3.5 Laws, regulations or official schemes require ongoing supervision or periodic reassessment of 

deployed AI systems;

3.3.6 Since 2024, a competent authority or official program has published assessment, verification or cer-

tification conclusions on specific AI systems or organizations.

Data sources: Public searches. Search channels and materials include original legislation, regulatory 

announcements, announcements and directories of national accreditation bodies and certification 

authorities, and official evaluation program websites, among others.

Tier criteria:

Tier S: Pre-deployment assessment, certification and accreditation, and ongoing supervision are con-

nected. Conditions: 3.3.1, at least one of 3.3.2–3.3.3, and both 3.3.5 and 3.3.6 are met.

Tier A: Formal assessment arrangements, with ongoing supervision or published findings. Conditions: 

At least one of 3.3.1–3.3.2 and at least one of 3.3.5–3.3.6 are met.

Tier B: Formal verification arrangements, or certification and ongoing supervision. Conditions: Either (1) 

at least one of 3.3.1–3.3.3; or (2) both 3.3.4 and 3.3.5 are met.

Tier C: Domestic organizations have obtained AI-related certification. Conditions: 3.3.4 is met.

Tier D: The conditions for Tier C are not met.

4.1 Risk signal identification, dynamic updates, and continuous monitoring capacity

Assessment scope: Capacity to identify and update AI risk signals continuously, covering monitoring 

mandates, risk assessments or situation reports and their regularity, early-warning records, updates to 

risk inventories or monitoring rules, and public risk-information channels. Tertiary indicators:

4.1.1 An official institution has responsibility for AI risk monitoring;

4.1.2 An official AI risk inventory, assessment or situation report exists;

4.1.3 These monitoring or situation reports are published periodically;

4.1.4 Official AI risk warnings, notices or advisories have been issued since 2024; 4.1.5 Updates or ver-

sion records exist for risk inventories or monitoring rules; 4.1.6 An AI risk-information channel is available 
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to the public or industry.

Data sources: Public searches. Search channels and materials include national computer emergency 

response bodies, regulators and AI safety institute websites, and official risk reports and notices, among 

others.

Tier criteria:

Tier S: Monitoring, periodic reporting, early warning and updating are in place. Conditions: All of 

4.1.1–4.1.5 are met.

Tier A: Monitoring responsibilities and risk reports, with periodic publication or warnings. Conditions: 

Both 4.1.1 and 4.1.2, and at least one of 4.1.3–4.1.4, are met.

Tier B: Monitoring responsibilities with supporting outputs or information channels. Conditions: 4.1.1 

and at least one of 4.1.2, 4.1.4 and 4.1.6 are met.

Tier C: Basic risk monitoring or information provision. Conditions: At least one of 4.1.1, 4.1.2, 4.1.4 and 

4.1.6 is met.

Tier D: The conditions for Tier C are not met.

4.2  AI asset registration and visualization, activity auditing, and anomaly detection mechanisms

Assessment scope: Capacity to track AI deployments and detect anomalies, covering system registra-

tion or filing and public access, logging requirements, audit and inspection records, detection and han-

dling of anomalous behavior, and updates to registration coverage. Tertiary indicators:

4.2.1 An AI system or algorithm registration or filing scheme exists;

4.2.2 Registration or filing information is publicly searchable;

4.2.3 Laws or regulations require AI systems to retain logs or auditable records;

4.2.4 AI systems have been audited, inspected or verified since 2024;

4.2.5 Records exist of detecting and addressing anomalous AI system behavior since 2024;

4.2.6 Registration or auditing arrangements have been updated or expanded.

Data sources: Public searches. Search channels and materials include government algorithm registers 

and AI use-case platforms, original legislation, and audit and regulatory reports, among others.

Tier criteria:

Tier S: Registration, disclosure, logging, auditing and anomaly response are in place. Conditions: All of 

4.2.1–4.2.5 are met.

Tier A: Registration or filing is public and audits or inspections have been conducted. Conditions: All of 

4.2.1, 4.2.2 and 4.2.4 are met.

Tier B: Registration with supporting oversight or response arrangements. Conditions: 4.2.1 and at least 

one of 4.2.2–4.2.5 are met.

Tier C: Basic registration, auditing or anomaly-detection arrangements. Conditions: At least one of 

4.2.1–4.2.6 is met.

Tier D: The conditions for Tier C are not met.
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4.3 Risk incident response, emergency coordination, system recovery, and post-incident review 

and improvement capacity

Assessment scope: Capacity to respond to AI incidents, covering emergency plans, inter-agency coor-

dination, exercises involving AI scenarios, response to actual incidents, post-incident review and 

improvement, and system recovery. Tertiary indicators:

4.3.1 An emergency plan or response procedure covers AI;

4.3.2 Explicit inter-agency emergency coordination arrangements exist;

4.3.3 Emergency exercises involving AI scenarios have been conducted since 2024;

4.3.4 Actual AI incidents have been handled since 2024;

4.3.5 Post-incident reviews, investigation reports or improvement measures exist;

4.3.6 Records exist of system recovery, reactivation or verification of corrective action.

Data sources: Public searches. Search channels and materials include national computer emergency 

response bodies and competent authorities' websites, exercise reports from regional organizations such 

as APCERT, official incident notices and investigation reports, and AIID, among others.

Tier criteria:

Tier S: Plans, practical response, review, and coordination or recovery arrangements are in place. 

Conditions: Both 4.3.1 and 4.3.5, at least one of 4.3.2 and 4.3.6, and at least one of 4.3.3–4.3.4 are met.

Tier A: Emergency plans and practical records, with supporting coordination or improvement. 

Conditions: 4.3.1, at least one of 4.3.2, 4.3.5 and 4.3.6, and at least one of 4.3.3–4.3.4 are met.

Tier B: Emergency plans with coordination, exercise or response records. Conditions: 4.3.1 and at least 

one of 4.3.2–4.3.4 are met.

Tier C: Basic emergency plans or practical records. Conditions: At least one of 4.3.1, 4.3.3 and 4.3.4 is 

met.

Tier D: The conditions for Tier C are not met.

5.1 Boundaries of responsibility in the AI governance ecosystem

Assessment scope: The extent to which laws allocate responsibilities among AI developers, providers, 

deployers, end users and regulators, and the practice of holding actors accountable under these provi-

sions. Tertiary indicators:

5.1.1 Laws or regulations specify AI developers' obligations;

5.1.2 Laws or regulations specify AI providers' or service operators' obligations;

5.1.3 Laws or regulations specify AI deployers' or user organizations' obligations;

5.1.4 Laws or regulations specify end users' obligations or codes of conduct;

5.1.5 Laws or regulations specify regulators' duties and procedures;

5.1.6 Since 2024, a competent authority has enforced accountability, taken action or issued formal guid-

ance under these provisions.
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Data sources: Public searches. Search channels and materials include national legal databases and 

government gazettes, regulatory announcements and enforcement decisions, among others.

Tier criteria:

Tier S: Responsibilities are specified for all five roles, with implementation records. Conditions: All of 

5.1.1–5.1.5 and 5.1.6 are met.

Tier A: Responsibilities are specified for at least four roles, with implementation records. Conditions: At 

least four of 5.1.1–5.1.5 are met, and 5.1.6 is met.

Tier B: Responsibilities are clearly specified for at least three roles. Conditions: At least three of 

5.1.1–5.1.5 are met.

Tier C: Responsibilities are clearly specified for at least one role. Conditions: At least one of 5.1.1–5.1.5 

is met.

Tier D: The conditions for Tier C are not met.

5.2 Data governance, supply chain security, and open-source ecosystem governance capacity

Assessment scope: Rules and implementation for AI training data, supply chains and open models, cov-

ering training-data governance, data-protection enforcement, supply-chain security requirements, 

open-model rules, and actual inspections and action. Tertiary indicators:

5.2.1 Governance rules apply to AI training data;

5.2.2 Since 2024, the data-protection authority has undertaken AI-related enforcement or issued formal 

guidance;

5.2.3 Security requirements apply to AI supply chains, procurement or third-party components;

5.2.4 Rules, guidance or restrictions address open models or open-source components;

5.2.5 Since 2024, a competent authority has investigated or addressed AI data or supply-chain issues.

Data sources: Public searches. Search channels and materials include documents from data-

protection and AI authorities, government procurement and cybersecurity rules, and regulatory enforce-

ment decisions, among others.

Tier criteria:

Tier S: Rules cover data, supply chains and the open-source ecosystem, with implementation records. 

Conditions: All of 5.2.1–5.2.5 are met.

Tier A: Data rules, regulatory guidance and inspections or action, extending to related ecosystem gover-

nance. Conditions: Both 5.2.1 and 5.2.2 are met, at least one of 5.2.3–5.2.4 is met, and 5.2.5 is met.

Tier B: Data rules with supporting regulatory or ecosystem arrangements. Conditions: 5.2.1 and at least 

one of 5.2.2–5.2.4 are met.

Tier C: Basic data or ecosystem governance arrangements. Conditions: At least one of 5.2.1–5.2.4 is 

met.

Tier D: The conditions for Tier C are not met.

5.3 AI agent permission management, responsibility allocation, and traceability mechanisms
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Assessment scope: Governance arrangements for AI agents, covering dedicated official rules or guid-

ance, permission and tool-use limits, human oversight and authorization, allocation of responsibility, 

behavioral records and traceability, and regulatory action on specific agent products. Tertiary indicators:

5.3.1 An official document sets governance requirements specifically for AI agents;

5.3.2 Official documents impose restrictive requirements on agent identification, permission boundaries 

or tool use;

5.3.3 Official documents require human oversight, human takeover or prior authorization for high-risk 

agent operations;

5.3.4 Laws or regulations distinguish responsibilities among AI developers, deployers and users;

5.3.5 Domestic actors publish agent behavior logs, action records or technical descriptions of traceabil-

ity;

5.3.6 Since 2024, a competent authority has issued risk advisories, conducted investigations or required 

corrective action concerning specific agent products or services.

Data sources: Public searches. Search channels and materials include regulatory and national com-

puter emergency response announcements, original legislation and official guidance, and corporate 

technical documentation and system cards, among others.

Tier criteria:

Tier S: Agent rules, permissions, oversight and traceability are in place, with regulatory action. 

Conditions: All of 5.3.1, 5.3.2, 5.3.3, 5.3.5 and 5.3.6 are met.

Tier A: Agent-specific rules and permission or oversight requirements, with regulatory action. 

Conditions: 5.3.1 is met, at least one of 5.3.2–5.3.3 is met, and 5.3.6 is met.

Tier B: Agent-specific policy arrangements. Conditions: 5.3.1 is met.

Tier C: A foundation for human oversight, differentiated responsibilities or behavioral traceability. 

Conditions: At least one of 5.3.3–5.3.5 is met.

Tier D: The conditions for Tier C are not met.

5.4 Mutual recognition of certification, dispute resolution, and cross-border enforcement capac-

ity

Assessment scope: Capacity for cross-border AI cooperation and enforcement, covering international 

recognition of certification, regulatory cooperation, handling of disputes, joint investigations, enforce-

ment against foreign AI service providers, and compliance review of cross-border services. Tertiary indi-

cators:

5.4.1 The national accreditation body is a signatory to an IAF or ILAC mutual recognition arrangement;

5.4.2 A regulatory cooperation arrangement, memorandum or joint statement involving AI has been 

signed with another country;

5.4.3 A mechanism accepts AI-related cross-border disputes or complaints;

5.4.4 Since 2024, AI-related joint investigations, enforcement assistance or information cooperation 

have taken place with other countries;
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5.4.5 Since 2024, judicial rulings or administrative decisions concerning foreign AI service providers 

have been issued;

5.4.6 Compliance review or market-access arrangements cover cross-border AI services.

Data sources: Public searches. Search channels and materials include IAF and ILAC signatory lists, reg-

ulatory cooperation agreements and joint announcements, court judgments and administrative deci-

sions, among others.

Tier criteria:

Tier S: Mutual recognition, cooperation, dispute resolution and cross-border enforcement arrangements 

are in place. Conditions: All of 5.4.1–5.4.6 are met.

Tier A: Cross-border investigations and adjudication, supported by dispute or market-access mecha-

nisms. Conditions: At least one of 5.4.3 and 5.4.6, and both 5.4.4 and 5.4.5, are met.

Tier B: Cross-border joint investigations or action against foreign providers. Conditions: At least one of 

5.4.4–5.4.5 is met.

Tier C: Cross-border dispute resolution or compliance and market-access mechanisms. Conditions: At 

least one of 5.4.3 and 5.4.6 is met.

Tier D: The conditions for Tier C are not met.

6.1 Participation in international mechanisms, standards interoperability, and evaluation-

protocol sharing mechanisms

Assessment scope: The depth of participation in international AI governance, covering membership of 

specialist mechanisms, engagement in multilateral governance, international standardization, joint 

statements, joint evaluations and hosting governance conferences. Tertiary indicators:

6.1.1 The country belongs to a specialist international AI safety or governance mechanism;

6.1.2 Since 2024, it has participated in AI governance through multilateral mechanisms such as the UN, 

OECD or UNESCO;

6.1.3 It is a participating member of ISO/IEC JTC 1/SC 42;

6.1.4 It is a signatory to an international joint AI statement, common methodology or consensus docu-

ment;

6.1.5 It participates in international joint evaluations or shared evaluation protocols;

6.1.6 It has hosted an international AI governance conference or summit since 2024.

Data sources: Public searches. Search channels and materials include membership lists and meeting 

documents on international mechanisms' websites, ISO/IEC JTC 1/SC 42 membership lists and original 

joint international statements, among others.

Tier criteria:

Tier S: Participation spans international mechanisms, standards, statements, evaluations and confer-

ences. Conditions: All of 6.1.1–6.1.6 are met.

Tier A: Participation in multilateral governance and international standardization, with other substantive 

engagement. Conditions: At least one of 6.1.1, 6.1.5 and 6.1.6, and both 6.1.2 and 6.1.3, are met.
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Tier B: Multilateral governance participation with a foundation for international cooperation. Conditions: 

At least one of 6.1.1, 6.1.3, 6.1.4 and 6.1.6 is met, and 6.1.2 is met.

Tier C: Basic international governance participation. Conditions: At least one of 6.1.2–6.1.4 is met.

Tier D: The conditions for Tier C are not met.

6.2 Cross-border risk information notification, case sharing, and joint exercise mechanisms

Assessment scope: Capacity to exchange AI risk information and conduct joint exercises with other 

countries, covering membership in international emergency cooperation networks, information-sharing 

arrangements explicitly covering AI, joint safety notices or guidance, and multinational exercises involv-

ing AI scenarios. Tertiary indicators:

6.2.1 The national computer emergency response body belongs to an international or regional emer-

gency cooperation organization;

6.2.2 A risk-information sharing agreement, memorandum or joint-action arrangement explicitly covering 

AI has been signed with another country;

6.2.3 Since 2024, AI safety or security notices, warnings or guidance have been jointly issued with for-

eign institutions;

6.2.4 Since 2024, the country has participated in multinational joint exercises involving AI scenarios.

Data sources: Public searches. Search channels and materials include membership lists of FIRST, 

APCERT and similar organizations, national computer emergency response and cybersecurity agency 

websites, signatory pages of original joint guidance, and exercise plans and completion reports, among 

others.

Tier criteria:

Tier S: Cross-border sharing arrangements, joint outputs and practical exercises. Conditions: All of 

6.2.2–6.2.4 are met.

Tier A: Participation in multinational exercises, with sharing arrangements or joint outputs. Conditions: 

At least one of 6.2.2–6.2.3 is met, and 6.2.4 is met.

Tier B: Cross-border sharing, joint notices or exercises. Conditions: At least one of 6.2.2–6.2.4 is met.

Tier C: Membership of an international or regional emergency cooperation organization. Conditions: 

6.2.1 is met.

Tier D: The conditions for Tier C are not met.

6.3 Capacity building, knowledge sharing, and public goods provision capacity

Assessment scope: Capacity to provide training, knowledge and public tools for AI safety and gover-

nance, covering domestic governance training, international capacity-building programs, public knowl-

edge resources, safety and governance tools available to others, and continued updates. Tertiary indica-

tors:

6.3.1 Government or public institutions provide domestic AI safety or governance training;

6.3.2 The national government or government-funded institutions host, implement or fund AI capacity-

building programs for other countries that include governance, safety or ethics;
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6.3.3 Government or public institutions publish AI safety or governance resources, such as guidance, 

manuals or teaching materials;

6.3.4 Domestic institutions publicly provide AI safety or governance tools, evaluation datasets or plat-

forms for use by others;

6.3.5 Records show continued updates or iteration of these training programs, resources or tools.

Data sources: Public searches. Search channels and materials include government and international 

organization project pages, UNESCO, ITU and OECD capacity-building program lists, and public 

resources on GitHub and Hugging Face, among others.

Tier criteria:

Tier S: Domestic training, international support and public resources are in place and continuously 

updated. Conditions: All of 6.3.1–6.3.5 are met.

Tier A: Domestic training, international support, knowledge resources and tools. Conditions: All of 

6.3.1–6.3.4 are met.

Tier B: Domestic training with resources or updates. Conditions: 6.3.1 and at least one of 6.3.3–6.3.5 are 

met.

Tier C: Basic training or public resources. Conditions: At least one of 6.3.1, 6.3.3 and 6.3.4 is met.

Tier D: The conditions for Tier C are not met.

6.4 Public participation, media oversight, risk communication, AI literacy improvement

Assessment scope: Channels for public participation in AI governance and access to risk information, 

covering public consultation on policies and legislation and official responses, public risk communication 

and literacy education, and complaints and reporting channels covering AI. Media and public oversight 

are principally examined through channels by which the public can report AI-related problems. Tertiary 

indicators:

6.4.1 Public consultation on AI policy or legislation has taken place since 2024;

6.4.2 An official summary of public comments or explanation of how they were handled has been pub-

lished;

6.4.3 Official AI risk advisories or prevention materials are available to the public;

6.4.4 A national AI literacy, education or skills-training program exists;

6.4.5 Public complaints or reporting channels cover AI-related issues.

Data sources: Public searches. Search channels and materials include government consultation plat-

forms and response documents, and materials from regulators, consumer-protection bodies and public 

education institutions, among others.

Tier criteria:

Tier S: Public participation, responses to comments, risk communication and literacy building are in 

place. Conditions: All of 6.4.1–6.4.5 are met.

Tier A: Public consultation with an explanation of responses or a complaints channel. Conditions: Either 

(1) both 6.4.1 and 6.4.2; or (2) both 6.4.1 and 6.4.5 are met.
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Tier B: Public consultation with risk advisories, education or complaints arrangements. Conditions: 6.4.1 

and at least one of 6.4.3–6.4.5 are met.

Tier C: Basic public participation or risk education. Conditions: At least one of 6.4.1, 6.4.3 and 6.4.4 is 

met.

Tier D: The conditions for Tier C are not met.



The Specialized Committee on Artificial Intelligence, as the first professional branch of World Internet 

Conference, was established in 2024, including three programs: Standards Program, AI Safety and 

Governance Program, and Industry Program. The Committee brings together leading experts and pro-

fessionals in the field of AI from international organizations, think tanks, research institutes, professional 

associations and industry, which is dedicated to fostering international cooperation and coordinated 

development, and aims to facilitate global sharing of AI achievements. Through thematic seminars, out-

come sharing, and initiative releases, it continuously consolidates international consensus and supports 

inclusive and sustainable AI development.
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